MNHOBPHAYKN POCCUA
®ENEPAINBHOE NOCYAAPCTBEHHOE BIO[PKETHOE OBPA3OBATESTbHOE YYPEXKOEHVE

_ BbICLLETO OBPA30OBAHUS
«BOPOHEXCKNUN TOCYOAPCTBEHHbLIU YHUBEPCUTET»
(Preoy BO «BI'Y»)
YTBEPXOAIO
AekaH hakynbteTa npuknagHou
MaTeMaTUuKu, VIH(*)OpMaTVIKVI
N MexaHuKun
(g~ C.H. Mensenes
L 23.03.2024
NMPOIrPAMMA MNMPAKTUKH
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Kod u HaumeHosaHue(mur) npakmuku/HUP e coomeemcmauu ¢ y4ebHbIM rniaHoOM

1. Kog u HaumeHoBaHMe HanpaBrieHUs NoAroTOBKU/cneumnanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudmkauusa (cteneHb) BbinyCcKkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Ka(bep.pa, oTBe4YarLwlas 3a peasin3aumnio NPaKTUKn: kKnbepbesonacHocTu

MHAOOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBuy, K.T.H., AOLUEHT kadeapbl

KnoepbesonacHoCTU UHDOPMaLMOHHbIX CUCTEM

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PeKOMeHAOBaHa: Hay4yHo-meToamnvecknm coBeToM dakynbTeTa NPUKIagHoON MaTteMaTUKK,
MHOPMaTUKN N MexaHukun 22.03.2024 1., npoTokon Ne5
(HaumeHogaHue pekomeHOyrowel cmpykmypbi, 0ama, HOMep rPOMOKona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YuebGHbIn rop:_ 2028/2029 CewmecTp(bl): 9




9.llenb npakTuku:

— MOArOTOBKA CTyAEeHTa K PEeLUeHMI0 3aday, OTHOCALIMXCHA K pas3nuyHbiM npobnemam
KOMMMeKcHoro obecnevyeHns MHPOPMaLNOHHON 6Ge30MNacHOCTH, a TaKKe K peLLeHN0 OTAENbHbIX
dyHAaMeHTanbHbIX NPO6eM, CBA3aHHbIX C KOMMbIOTEPHOW 6E€30MaCHOCTbIO;

— yrnybneHne 1 3akpensieHMe TEeOPEeTUYECKUX 3HAHWW, MOMYYEHHbIX CTyAeHTamu npwu
n3yvyeHnn obLenpodeccmoHanbHbIX 1 cneumanbHbIX AUCUUMIIVH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHMWI, 3aKpennsAlLwmnX nofly4eHHble TEOPETUYECKMNE 3HAHWS,

— pasBuTME y CTYOEHTOB MHTEPECA K Hay4YHO-UccneaoBaTenbckon paboTte, NpuBuTHUE UM
HaBbIKOB NPOBEAEHUSA NCCneaoBaHum;

— MpoBedEeHMEe  UWCCNEOOBaHWW, HEMOCPEACTBEHHO  CBS3AHHbIX C  BbIMYCKHON
kBanudukaumoHHon paboton (BKP).

3apaum NpakTUKK:

OcHoBHOM 3afjayen HaydHO-uUccriefoBaTenbCKOn paboTbl ABNSETCS npuobpeTeHune
onbiTa B MCCNEOOBaHUM aKTyarlbHOW Hay4yHOW npobnembl, a Takke nogbop HeobOXOAMMbIX
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBanMdUKaLMoHHOM paboThl.

Bo Bpems Hay4HO-McCcneaoBaTeNbCKOM NPAKTUKMA CTYAEHT JOJDKEH:

N3yunTh:

- WH(OPMALMOHHbIE  WUCTOYMHWMKM MO  pas3pabaTbiBaemMo TemMe C  Uenbl KX
NCNONb30BaHMA NPU BbINOSTHEHUW BbIMYCKHOM KBaNnukaumoHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a M obpaboTKM OaHHbIX, SBNSALWMUXCS BXOAHbIMU ANsi MPOBEAEHMS
Hay4HOro UccrnegoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMM, MNPUMEHSIEMbIE B  HaYyYHbIX  WCCregoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALWMECS K NpodeccruoHansHom cgepe;

- TpeboBaHus K 0OPOPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

BbINOSTHUT:

- aHanus, cuctemartumaaumio 1 06o6LeHe nHpopMaL MM No TEMe UCCNEeaO0BaHNN;

- CpaBHeHue pe3ynbTaToB MCCneaoBaHMs o6bekTa pa3paboTkm C OTeYeCTBEHHLIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOW N NPaKTUYECKON 3HaYMMOCTM MPOBOAUMbBIX NCCIEA0BaHUN.

10. MecTo npakTukm B cTpyktype OOI: o6s3amensHas Yacmb 6noka b2.

Linkn (pasgen) OOI: B2 | kog ancumnnunel B YI: 52.5.02(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHON NpakTukM oby4vatoLmecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO[l€ U3YYEeHUs AUCLMNINH

1 B1.0.28 MeToabl onTuMusaumm

2 | b1.0.35 OO6bEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmpoBaHme

3 | 61.0.37 MeTogbl nporpaMmMmpoBaHus

4 B1.0.40 Mogenn 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

5 B1.0.42 OcCHOBbI NOCTPOEHUS 3aLUMNLLEHHBIX KOMMLIOTEPHLIX CETEN

6 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLMLLEHHbIX 6a3 AaHHbIX

7 B1.0.44 3awnTa nporpaMmm U gaHHbIX

8 B1.0.51 3almra uHopmaLmm OT YTEYKM N0 TEXHUHECKMM KaHanam
9 | 61.0.56.01 MH)xeHepus nporpaMMHoro obecrnedeHus

10 | 51.0.56.03 PaspaboTka npuknagHoro nporpaMMHoro obecneyeHnst Ans KOMNbITEPHbIX CUCTEM
11 | 51.0.56.06 CoBpeMeHHble Npobnembl MHOPMaLMOHHOM 6e30NacHOCTU
12 | ©TA.01 AHann3 AaHHbIX KOMMNbIOTEPHbBIX CUCTEM U CETEN

OvcunnnuHel n NPaKTUKN, AOna KOTOPbIX OCBOEHUE OAHHOM  AUCUMNNUHbI (MOﬂ,yJ'IFl) HeobxogMMo  Kak




npewecTeyoLee

13 | 62.0.03(MNpA) lMpounsBoAcTBEHHAsA NpaKTUKa, NpegaunioMHas

14 | 62.0.04(H) [Mpon3BoACTBEHHAs NpakTuKa, aKCnepMMeHTanbHO-nccnegoBartensckas

15 | B2.0.05(11) [Mpon3BoAcTBEHHas NpakTuKa, MPOEKTHO-3KCNyaTaunoHHas

16 | B3.01(0) lMoaroToBKa K Npoueaype 3awmThl 1 3amuTa BbiMYCKHON KBannMduKaLMoHHON paboThbl

11. Bua npaktuku, cnocob n chopma ee npoBeaeHus

Bua npakTukn: npouseodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactudHo B dhopme npaktuyeckon nogrotosku (MM1).

MNpoun3BoAcTBEHHAs MpakTka NPOBOAUTCH B CTPYKTYPHbIX nogpasaeneHusx yHuBepcuteTa v B
opraHu3aumsix Ha OCHOBe [JOrOBOPOB, 3aKIoyaeMbIX MexXay YHUBEepCUTETOM N OpraHu3aLmsamMu,
AeATeNbHOCTb KOTOPbIX COOTBETCTBYET HanpaBfeHHOCTU peanu3yeMon obpasoBaTefibHOn
nporpamMmbl Mo COOTBETCTBYIOLLEMY NPOUNIO.

12. MnaHnpyemble pe3ynbTaTbl OGYYEeHUs NPU NPOXOXKAEHUN NPAKTUKMU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NMIaHUPYeMbIMU pe3ynbTaTaMuM OCBOEHUsi o6pa3oBaTenbHOM
nporpaMmmbl (KOMNETEHLUMSAMU) U UHAUKATOPaMU UX OOCTUXKEHUNA:

Koa HaseaHune Kog(bl) WHankaTop(bl) MnaHnpyemble pesynbTaTbl 00y4eHUs
KoMneTeHunn
OfIK- | CnocobeH co3dasamb | OfIK-7.5 ymeeT paspabartbiBaTe U | 3HaTb:

7. rnpoepamMmbl Ha SsI3biKax peanu3oBbiBaTb Ha A3bIke — oblwmre cBegeHUss O MeTodax MNPOEKTUPOBaHUS,
8bICOKO20 U  HU3K020 BbICOKOIO YPOBHA | [OOKYMEHTUPOBaHUS, pa3paboTku, TECTUPOBaHUS W OTNagKu
YPOBHS, puMeHsImb anropuTMbl pelleHnst | nporpammHoro obecneyeHus:;
memoOosb! u TUNOBbIX — Heobxoaumble n [OOCTaTouHble ycrnosus
UHCMpyMeHmarbHble npodeccroHarbHbIX onTUMarbHOCTU 3agaum MaTemaTn4ecKoro
cpedcmea 3apgay nporpaMMupoBaHUsi.
rnpoepamMmuposaHusi OrllK-7.9 3HaeT o6Lume cBedeHust o
ons peweHusi meToaax YMmeTb:
npogheccuoHanbHbIX NPOEKTUPOBAHUS, — paspabaTbiBaTb W peanu3oBbiBaTb Ha  A3blke
3aday, ocywecmernsims [OKYMEHTUPOBaHMS, BbICOKOrO  YPOBHSI  anropuTMbl  PELUEeHUS  TUMOBbIX
o6ocHogaHHbIl  8bI6OP pa3paboTky, npodeccroHanbHbIX 3agay;

UHCMpymeHmapusi TECTUPOBAHUA N OTnagku —  MPUMEHATb M3BECTHble METOAbl NPOrpamMmmMupoBaHUS
npoepammuposaHusi U nporpaMMHoOro N BO3MOXHOCTU 6a30BOro s3blka NpPOrpaMMUpOBaHUS ONs
cnocobos opeaaHusayuu obecneyeHus peLLeHust TUMOBbIX NPOeCcCUoHanbHbIX 3a4aq.
npozpamm OrlK-7.10 ymeet NPUMEHSITb

N3BECTHbIE meTobl

nporpaMMMpoBaHUs n

BO3MOXHOCTU  ©a3oBoro

A3blka

nporpaMMUpPOBaHUs  Ans

peLueHnst TUMOBbIX

npodeccroHanbHbIX

3ajay;

OrllK-7.12 3HaeT Heobxoaumble U

[OCTaTo4Hble  YCroBUS

ONTUMAanbHOCTU  3agayn

MaTemMaTU4ecKoro

nporpaMMupoBaHUsI.

OfIK- | CnocobeH npumeHsmb | OllK-8.11 Bnageet cnocobamu | YmeTb:

8. mMemoob! Hay4YHbIX MOZennpoBaHuns —  yMeeT MpUMeHsTb MeToAdbl 3KCNEPUMEHTAaNbHOro
uccnedosaHull npu 6e3onacHocTn nccnegoBaHus Npy peLleHun NpodeccroHarnbHbIX 3aad.
nposedeHuUU KOMMbIOTEPHBIX CUCTEM, B
paspabomok e TOM yucne | Bnagetsb:
obnacmu obecrneyeHus MoaenvposaHus — cnocobamu MOAenMpoBaHus 6e3onacHocTn
6esonacHocmu YNpaBneHna OOCTYMOM W | KOMMNbIOTEPHLIX CUCTEM, B TOM 4uUCre MoAenvpoBaHusa
KOMIbIOMepPHbIX UH(OPMALIMOHHLIMM ynpaBneHust AOCTYNMOM U UH(OPMAaLMOHHBIMU MOTOKaMu B
cucmem u cemel noTokamu B | KOMMbIOTEPHBLIX CUCTEMAX.

KOMMbIOTEPHbIX CUCTEMAX
OlIK-8.14 ymeet NPUMEHSTb
meTozbl
3KCMepUMEHTanbHOro
nccnenoBaHust npu

peLieHum




npoceccroHasnbHbIX
3agay

OrIK- | CnocobeH pewamsb | OFIK-9.15 ymeeT aHanuaupoBaTb U | YMeTb:
9. 3adaqu ouenusarb yrpossl — aHanM3MpoBaTb 1 OLEHNBATL Yrpo3bl MHEOPMALIMOHHOI
rpogeccuoHanbHoU UH(OPMALIMOHHOM 6e30nacHOCTU 06 bekTa.
dessmenbHocmMu c 6e3onacHoCcTN 06BbeKTa;
yyemom mekyuje2o
COCMOSIHUSI u
meHOeHyul passumusi
memodos 3awumel
UHghopmayuu 8
orepayUoOHHbIX
cucmemax,
KOMIMLIOMEPHLIX Cemsx
u cucmemax
ynpaesneHusi 6asamu
OaHHbIX, a  makxe
memodos u cpedcms
3awumsl  UHghopmMayuu
om ymeyku no
MEeXHUYECKUM KaHaram,
cemel u  cucmem
nepedayu uHgopmayuu
OrIK- CnocobeH OflIK-13.5 ymeet paboTtatb c | YmeTb:
13. paspabambigamb MHTErpMpoOBaHHbLIMA — paboTtatb c MHTErpMpoBaHHbIMU cpegamm
KOMMOHEHMbI cpegamu paspaboTku | paspaboTku NporpamMMHOro obecneyeHus;
poepammHbIX u nporpaMmMHoro — dopmanusoBaTb NOCTaBMEHHYIO 3a4a4y;
npogpaMmmMHo- obecneyenus; — paspabaTbiBaTtb  3(PPEKTUBHbIE  anropuTMbl 1
annapamHbix cpedcme | OfTK-13.6 Bnageet HaBblkamMK | nporpammbl;
3awume!  uHgopmayuu paspaboTku, oTnagku, — MpOBOAWTbL OLEHKY BbIYUCIUTENBHON CIIOXHOCTYU
8 KOMIbHOMEPHbBIX [LOKyMEHTUPOBAHWSI v | anroputma;
cucmemax u TeCTMPOBaHWA Nporpamm; —  nnaHupoBaTb Pa3paboTKy COXHOro NporpaMmHOro
nposodume aHanus ux | Of1K-13.12 ymeeT  hopManu3oBaTh | oBecneveHus;
6esonacHocmu MoCTaBNEeHHYI0 3aaa4y; — NpUMeHsTb  CpeAcTBa M MeToabl  aHanuaa
OlIK-13.13 ymeeT  paspabaTbiBaTb | mporpaMMHOrO 0GecneyeHIst 41st BbISIBNEHWS! 3aKNagok;
adPeKTUBHbIE —  MPUMEHATb MEeTOoAbl aHanmM3a MPOEKTHbIX peLleHui
anropuTmbl W | ana obecneveHns 3aLuLLIEHHOCTU KOMIMbIOTEPHBLIX CUCTEM;
nporpammbl, —  MpUMeEHsTb COBPeMeHHble cpeacTBa obecreyeHus
Ol1K-13.14 YMEET NpoBOAUTL OLEHKY | yHdopmMaLoHHOM Ge30MacHOCTM NporpaMM 1 faHHbIX;
BbI4NCITENBHON — npoBOAWTL  a@HanM3  MpOrPaMMHbLIX  CPefcTs,
CIOXHOCTM anropnTma, NPUMEHAEMBIX AN KOHTPONS W 3aLLmMThl HcbopMmaLmn.
OfIK-13.15 ymeeTt nnaHmposarb
pa3paboTky CMOXHOTO | BnaneTs:
NporpaMmMHoro — HaBblkaMn pa3paboTku, OTMaAKM, AOKYMEHTUPOBAHUS
obecnedenus; 1 TECTUPOBAHMS NPOrpamm;
Bnapeet Meroaamu — MeToaMUn OLIEHKM KayecTBa FOTOBOrO MpOrpaMmHOro
OlK-13.16 oLeHKu KauecTBa | 6o cneuenms:;
rOTOBOrO  MPOrpamMMHOro ’
O6ecnequm;|; — HaBblKaMun pa3paGOTKV| anroputMoB  Anda pelieHuns
Bnageet HaBbikamy | TUMOBLIX NPOECCMOHANbHBIX 3afau.
pa3paboTkM anropuTMoB
OrK-13.17 0N peweHus TUMoBbIX
npodeccnoHanbHbIX
3agav;
Ymeet NpUMEHSTb
cpeactea U MeToApbl
OrlK-13.18 aHanusa nporpaMmmHoro
obecneyeHus ans
BbISIBNEHWS 3aKNagoK
YmeeT NPUMEHSATb
meToapbl aHanusa
OMK-13.19 NPOEKTHLIX peLleHui Ans
obecneyeHus
3aLUMLEHHOCTU
KOMMbIOTEPHBIX CUCTEM.
YmeTb NPUMEHSATb
CoBpeMeHHble cpefcTBa
OMK-13.21 obecneyeHus 5
WHPOPMaLMOHHOM
6e3onacHoOCTU nporpamm
U AaHHbIX
YMeeT NpoBoAUTL aHanun3
nporpaMMHbIX  CPeacTB,
OrlK-13.23 NpUMeHsIeMbIX ans
KOHTPONS U 3alWuThbl
MHdopMauum
OrlK- CnocobeH OnK-4.1.3 cnocobeH wucnonb3oBaTth | YMeTb:
4.1 OpraHn3oBbIBaThb - A3bIKU " cucTemsbl




3aLUTy UHOpMaLMK B
KOMMbIOTEPHBIX
cucTemax 1 ceTtax

nporpaMMmnpoBaHus,
WHCTpYMeHTarnbHble

cpeacTea npu
obecneyeHun 3aLWmThI
nHdopmauumn B

KOMMbIOTEPHBIX CUCTEMAX
npy peLleHnn pas3nuyHbIX
npodeccnoHanbHbIX,

— UCnonb3oBaTb A3blKM U CUCTEMbI NMporpaMmmmpoBaHna,
MHCTPYMEHTarbHble cpefcTBa Mpu obecneyeHun 3aluThbl
WHpOpMaLMN B KOMMBIOTEPHBIX CUCTEMaxX Mpu peLleHun
pas3nuyHbIX NpPodeccuMoHanbHbIX, WUCCRNeaoBaTeslbCkX U
NpuvKNnagHbIX 3agad

— BbIMOMHATL  pa3paboTky W BHeOpPEHWe CUCTEMbI
obecneyeHus MHOPMALIMOHHOW 6e3onacHocTn
KOMMbIOTEPHBIX CUCTEM, aHanu3vpoBaTb W OLEHMBaTb ee

ncenenoBartenbCknx M | OTKa3oycTOMYMBOCTb U BblpabaTtbiBaTb Mepbl MO ee

npuKknaaHblX 3anavd; yINy4LLEeHnto.

cnocobeH BbIMOSHSATb

pa3paboTky u BHeapeHue | BnapeTb:

cuctembl - obecnedenns —s3bkaMM M CUCTEMAMW  MPOrpamMMMUpoBaHuS,

MH(HOPMALIMOHHOI WHCTpYMEHTanbHbIMM  cpeacTBamMn  npu  obecneyeHnn

GesonackocTu 3alUMThl  MHEPOPMALMM B KOMMBIOTEPHBIX CUCTEMAX Mpu
OrNK-4.1.4 KOMMbLIOTEPHBLIX — CUCTEM, | hoy)1eHun PasfNYHbIX NPOeCCUOHANbBHBIX,

aHannsnposatb " | uccnepoeaTenbCkux v NpUKNagHbIX 3agad.

oLieHMBaTb ee

OTKa30yCTOMYMBOCTb U

BblpabaTbiBaTb Mepbl MO

ee ynyyLieHuo;

OrK- CnocobeH Bnapetb:

4.2 aHanusnposaTtb — HaBblkaMy¥ MPOBEAEHUs aHanuM3a 3alMLLEHHOCTH,
izg:(),u;em::on%:hmpwm Bnageer HaBbIKaMK nnnonmopMHra, ayauta un  obecneyeHusi  KOHTPOSbHbIX

) npoBeaeHus! aHanuaa poBepOK hYHKLMOHVPOBaHUS " 6e3onacHocTu

ayaut U KOHTPOINbHbIE 3aLLMLLEHHOCTM KOMIMbIOTEPHBIX CUCTEM U CETEN.
npoBepKu ’
paboTocnocobHoCTN U MgHMTOpMHra’ aypvta u
SaLMILEHHOCTI OfK-4.2.3 Eosfgs:s:gi npoBepoK
KOMMbIOTEPHBIX CUCTEM
n ceter (no obnactsim (PYHKUMOHMPOBAHUS "
MPUMEHEHNS) 6e3onacHocTn

KOMMbIOTEPHBIX CUCTEM U

ceten;

OTIK- CnocobeH cnocobeH YmeTs:

43 pa3pabatbiBaTb n pa3spabaTbiBaTh — paspabaTtbiBaTb  popMarnbHble  MOZENUM  MOMUTMK
aHanusunposaTb ¢popmarnbHbie mMoZenu | GesonacHOCTM M MOMUTMKW  YNpaBreHus  JOCTYMoM,
KOPPEKTHOCTb MOMUTUKN nonmTuk 6es3onacHoCcT U | opMupoBaTh MONUTUKY MHAOPMAaLIMOHHON GesonacHoCTH,
MHOpPMaLMOHHOM MONMTUKN  yNpaBlIEeHUst | aHanuMaMpoBaTb €€ KOPPEKTHOCTb, OpraHu3oBbIBaTb W
6e3onacHocTu Joctynom, OopMupoBaTh | noadepkvBaTb — BbIMOMHEHME  KOMMNnekca  Mep Mo
KOMMbIOTEPHBIX CUCTEM NONNTUKY obecneyeHunto WHPOPMaLMOHHOM 6e3onacHocTu
n ceten (no obnactam MHOPMaLMOHHOM KOMMbIOTEPHBIX CUCTEM U CETEN
NPUMEHEHNS) 6esonacHocTy, — NPUMEHATb  MporpaMMHble  CPeAcTBa NPUKNaAHOro,

OrlK-4.3.3 aHanusupoBaTb €€ | CUCTeMHOro 1 cneumanbHOro HasHavyeHus npu paspaboTke n
KOPPEKTHOCTb, aHanuae nonMTUKM MHgopMaLMoHHON 6e3onacHoCTy.
OpraHv3oBbIBaTb "
nogaepxueatb Bnapgetb:

BbIMOHEHNE  KOMMIIeKca — MPOrpaMMHbBIMM cpeacTBamu NPUKIaHOTO,
Mep no OBecneveHmMio |, cremuoro M creuManbHoro HasHaueHs Mpu pa3paBoTke M
MHPOPMALIMOHHOIA aHanmae NonuTUKM HAOPMALIMOHHOI Ge30MacHOCTM.
6esonacHocTn

KOMMbIOTEPHBIX CUCTEM U

ceTen;

cnocobeH NPUMEHSTb

nporpaMMHble  CpefcTBa

npuKnagHoro,

CUCTEMHOTO "

OMNK-4.35 cneumanbHoOro
Ha3HayeHust npu
pa3paboTke W aHanuse
NONTUKN
MHOPMaLMOHHOM
6esonacHocTw;

MK-1 CnocobeH npoBoauTb npumeHsieT YmeTb:
aHanu3 TpeboBaHWii u COBpPEMEHHbIE  MeTofbI — NPUMEHSATb  COBPEMEHHble  MeToAdbl  paspaboTku
BbINONHATL paboTbl No pa3paboTku nporpaMMHoOro obecneyeHus " TexHonorumn
NPOEKTUPOBaHWIO MK-1.1 nporpaMMHoOro nporpaMMnpoBaHusi;

NPOrpaMMHbIX " obGecneyeHus " — UCNoMnb30BaTb MPUHLMMBI KOMMNIEKCHOW pa3paboTku
annapaTtHbIX KOMMOOHEHT TexHonornn npasun, npouedyp, NpMemMoB W METOAOoB, MpU CO3[aHUKU
cuctembl 6e3onacHoCTH nporpamMmmMmunpoBaHug; cpeacTts  3awmThl I/IHCbOpMaLl,I/WI, B TOM 4ucre ¢cC
KOMNbIOTEPHbIX CUCTEM ncnornb3yet npHLUMNbI MUCMonb3oBaHMEM  COBpPEMEeHHbIX MeTodoB U CcpeAacTts
1 ceTeun, B TOM uucne ¢ KOMMNeKCHON pa3paboTkn | pas3paboTkn NPOrpamMmmMHOro obecrnedeHus.

1cnonb3oBaHneMm npasun, npoueayp,

COBPEMEHHbIX METOA0B | 1 o npvemMoB 1 MeToAoB, Npu | BnapeTs:

“ CPEeACTB  3alnThl cosfiaHnmn CpeAcTs — COBPEMEHHBIMM METoaM1 pa3paboTku MPOrpamMmmHOro
MHopMaLum 3awWwmTbl MHopmaumu, B

TOM yucne C
ncnosnb3oBaHMem

obecneyeHns N TEXHONOTMK NPOrpaMMUPOBaHUSL.




COBPEMEHHbIX METOA0B U
cpeacts pa3paboTku
nporpaMMHoro
obecneyeHus;
MnK-2 CnocobeH npuHUMaTh cnocobeH npoeoanTb | YMeTb:
y4yacTue B aKcnepTmae u aHanM3  KOMMbITEPHbIX — MPOBOAUTL aHanu3 KOMMbIOTEPHBIX CUCTEM C LIEeNbio
aHanuse YysA3BMMOCTEN, cucTem c Lenbo onpegeneHnss ypoBHS  3alUMLIEHHOCTM W OOBepusi C
yrpo3 ¥  WHUMOEHTOB onpegeneHus YPOBHSA | nocneayowum obobieHnem n obpaboTkon MHdOopMaumw,
MH(OPMaLMOHHOM 3alULLIEHHOCTIN M | nonyyYeHHOW B XO4e UcCneaoBaHuii;
H6e3onacHocTu B | MNK-2.2 [oBsepus ¢ rnocneayowmnv — NPOBOAUTL TeopeTuyeckoe " npuknagHoe
KOMMbIOTEPHbIX 0606LeHnem M | nccrieqosaHve ypoOBHENR  3alLMLIEHHOCTM  KOMMLIOTEPHbIX
cucTemMax u ceTsx obpaboTkon CUCTEM U CeTEN.
nHdopmaumm,
nonyyeHHon B Xxode
ncecnegoBaHum;
NpoBOAWT TEopeTUYECKNE
" npuknagHoe
MK-2.5 nuccrnegoBaHne  ypoBHeN
3aLULLEHHOCTM
KOMMbIOTEPHbIX CUCTEM M
ceTen;
MK-3 CnocobeH y4acTBoBaTb cnocobeH npoBoanTb | YMeTb:
B paboTax no aHanma 6e3onacHocTu — MpoBOAUTL aHanuM3 Ge3onacHOCTU  KOMMbIOTEPHbIX
NMPOEKTUPOBAHMIO KOMMbIOTEPHBLIX CUCTEM C | CUCTEM C MCMOJSIb30BAHWUEM aKTyarnbHbIX CTaHZapToOB B
cucTem 3awnThl | e s o MCMNOMb30BaHNEM obnacTu KoMnbloTepHo 6e30nNacHoCTY;
MHcbopmaLmm B aKkTyanbHbIX CTaHAAPTOB — NPOBOAMTL @aHanu3 n opManmsaumio NoCTaBMNEHHbIX
KOMMbIOTEPHbIX B 3 obnactv | sapgau B o6nactu 6e30NacHOCTU KOMMLIOTEPHBLIX CUCTEM W
cucTeMax M ceTsax npu KOMMbIOTEPHOW ceTei.
peLueHmn 6e3onacHocTy;
npodeccroHanbHbIX, crnocobeH npoBOANTb
nccneqoBaTtenbCckux U aHanus "
NpyKNagHbIX 3agay dhopmanusaumto
MK-3.4 NoCTaBMEHHbIX 3adady B
obnactn  GesonacHocTu
KOMMbIOTEPHbIX CUCTEM U
ceTen;

13. O6bemM nNpakTUKM B 3a4eTHbIX eauMHuLax / aK. vac. (e coomeemcmeuu ¢ yyebHbIM rnaHoMm) —
8/288.

Pdopma NpoOMeEXYTOHYHON aTTeCTaLMmn 3a4em C OUEHKOU.

14. TpypoeMKocTb NO Bugam y4ebHown paboTbl

TpynoemMKocTb
Mo cemecTpam
Bua y4ebHoii paboTbi Bcero 9
4., B oopme
Mnn
Bcero yacos 288 288 203
B TOM 4mcne:
KoHTakTHasa pabota (Bkntodas HAC) 4 3
CamoctosTensHasa pabota 284 284 200
UToro: 288 288 203
15. CopepxxaHue npaktuku (mnu HAP)
n/n O6bem yyebHon paboThl, 4
Pasgenbl (sTanbl) Bubl yueBHOi paBoTs KoHTakTHble | CamocTtoaT
NpPakTUKK yacbl ernbHas
paboTta
1. OpaaHU3auUOHHO- npoeegeHune COGpaHMﬂ no opraHmnsauuu NPaKTUKK;
nodeomosumersibHbIU | YCTaHOBOYHBIN UHCTPYKTaX MO 3agadvam, cpokam u Tpebyemoi 1 24
amarn OTYETHOCTU; MHCTPYKTaX MO TEeXHUKe ©e3onacHocTH pa60T|=|;
dopmMynupoBKka 3afady  Ansd pelleHuss B Xode NpakTuku;




noaroToBka
HanpasneHna Ha
pyKoBOAUTENA NMPAKTUKK; I'IpOI/ISBO,EI,CTBeHHbIVI WHCTPYKTaX

OOKYMEHTOB,

NpakTuKy; nonyYyeHve

NoATBEPXKOAOLLNX
3agaHusa  oT

dakT

2. HayyHo-
uccriedogsamerbCcKull
aman

peLleHns

npobnewme,
(naTeHTHBIE MaTepuarnsl,
OOKyMeHTaums u  ap.);

ans
mMaTemMaTU4ecKoro,

1) BbIGOp TeMbl UCCneaoBaHWs; onpegeneHne npobnemsl,
obbekta M npegmeTa wuccrnegoBaHus; 2) dopMynupoBaHue
uenu u 3agay nccnefoBaHns (aHanu3 UCXOOHbIX AaHHbIX ANd
nokanusauusi
npobnematukn, obbekta M npegmeTa wuccnegosaHus); 3)
TeopeTuyeckui aHanus nutepaTypbl U UCCreaoBaHun Mo
nogbop HeoGXOAMMBLIX WCTOYHWKOB MO TeMe 1
HayyHble OTYEThI,

coctaBneHue 6ubnuorpacdun; 4)
dopmynmpoBaHne pabouyer runotesbl; BbIOOp 060pyaoBaHUst
3agauu; 5)
anropuTMMYecKoro UNM  NporpammHOro
obecneyveHns HeobxoAMMOro Ans peLleHus MOoCTaBNEHHON
334341 OCHOBbIBAsICb Ha Te3ncax paboyen rmnoTessbl

nocTaBneHHOMN 3agayu;

pelweHns nocTaBfeHHOM

TeXHNn4YeckKkada

90

pas3paboTka

3. | Oman ebinonHeHust
uccriedogameribCKuX
pabom no
UHOUBUdAyanbLHOMY
nnady

onpegeneHve
nccnenoBaHus,
nccnenoBaHus,

npobnemel,
dopmynupoBaHue uenu
TeopeTuyeckuin  aHanma

Hay4yHOW 3ajauwm,

obbekTa 7

nuTepaTtypbl "
nccnefosaHun no npobneme, nposegeHne o63opa u BbIGOP
COBPEMEHHBIX MHOPMALIMOHHBLIX TEXHOMOMMIA, CheLnanbHOro
nporpammHoro obecnedyeHnss n obopyaoBaHMA ANS peLueHus
MOCTaBMEHHOW 3a4ayn Mo aHanuay 3alyMLeHHOCTN obbekTa
nHopMaTM3aUmKn; NpoBedeHNne CaMOCTOATENbHOTO peLleHUs
chopMynMpPOBaHHOM
3KCMeprMMeEHTOB

nccnegoBaHui  u

npeameTa
" 3agad

4. OgpopmneHue
om4yéma no umozaam
npakmuku

BbINOMHEHUS
npeanoXxeHum no opranmnsaumm HAP

onucaHue npogesiaHHon paboTbl C CAMOOLIEHKOWN pesynbTaToB
BbIBOOB 7 1 80

HAP; dopmynupoBaHue

CopepkaHue npakTU4ecKon MoAroTOBKM MpW NMPOBEAEHUWN NPAKTUKU yCTaHaBnMBaeTCs
nUcxods M3 CoOdepXKaHusi M HanpaBneHHOCTM obpasoBaTenbHOM NpPorpammbl, COAEPXKAHMUS
MpakTuyeckass NOArOTOBKA MNpW MNpPOBEeAeHUM MNPaKTUKK
HanpaeneHa Ha opMMPOBaHNE YMEHUIN N HABLIKOB B COOTBETCTBUM C TPYOOBbLIMU AEACTBUSAMM

NpaKkTUKK,

ee uenem wn 3agau.

n (Mnun) TpyaoBbIMU OYHKUMAMKM NO Npodmnto obpaszoBaTenbHOM NporpamMmeil.

MpakTnyeckas

noaroToBkKa

nposBogunTcAa nytem

HENnoCpeaCTBEHHOIO  BbINOSIHEHNS
obyvarowmmmca onpegeneHHbiXx BMAOB paboT, cBA3aHHbIX C Oyaywien npodeccmoHanbHom
AEATENbHOCTLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPEMNEHMIO U PA3BUTUIO MPAKTUYECKNX

HaBbIKOB M KOMMETEHLUI No Npodunso COOTBETCTBYHOLWEN 06pa3oBaTenbHOM NporpamMmmbi.

onpedesieHUs1 yposHs 3alyuuéHHocmu U
dosepusi ¢ rnocnedyrouwum obobweHuem U
obpabomkol uHghopmayuu, nony4eHHol 8
xo0e uccrnedosaHuu;

lK-2.5 nposodum meopemuyeckue u
npuknadHoe uccnedosaHue yposHel
3aUUUWEHHOCMU KOMITbIOMEPHbIX cucmeM U
cemed;

lK-3.3 cnocobeH nposodums  aHanu3
6e3onacHoOCMU KOMIbLIOMEPHLIX CUCMeM C
ucrionb3o8aHuUeM akmyaribHbIX
cmaHlGapmos 8 obsiacmu KOMMbIoMepPHOU
b6esonacHocmu;

[1K-3.4 cniocobeH npoeodumb aHanui u
opmanuzayuto nocmaeneHHbix 3adady 8

Ne | Tunbl 3apjay | dopmupyemble dopmupyemble
n/n | NPOEeCcCHOHanbHON | npodeccroHarnbHble KOMNETEHLIMM obwenpodeccnoHarnbHble

AeATENbHOCTH KOMMeTeHUMn cneymanmsauum
1 HayuHo- lK-1.1 npumeHsiem cospeMeHHble Memodb| Orl1K-4.1.3 criocobeH ucrnonb308amp s13bIKU U
uccriedoeamenbckull | paspabomku npoepamMmMHO20 obecrnedeHusi U | cucmembl MpozspamMmMupos8aHusl,
MmexHono2uu npoepammMupo8aHusi; UHCMpyMeHmarsbHble cpedcmea npu
[1K-2.2  criocobeH npogodumb  aHanu3 obecrieyeHuu 3awumsl  UHbopMayuu 8
KOMMbIOMEPHBIX ~ CUCMEeM € Uerbio | KOMMAbMEPHbIX cucmemax npu peweHuu

pasnuYHbIX rpoghbeccuoHarbHbIX,
uccrnedosamernbCKUX U NPUKadHbIX 3aday;
OllK-4.3.5 criocobeH npuMeHsimb
npoepammHble  cpedcmea  MPUKIadHoz2o,
cUCmeMHO20 U creyuarnbHo20 Ha3Ha4yeHusi
npu paspabomke U aHanuse OAUMUKU
UHgopmayuoHHoU besonacHocmu.

obnacmu  6e3ornacHocmu  KOMIMbIOMEPHbIX
cucmem u cemed.
2 lMpoekmHnbIl lK-1.3 ucrionib3yem MPUHYUIbI




KOMIMIEKCHOU paspabomku npasus,
npouyedyp, npuemos U Memodos, npu
co30aHuu cpedcme 3auwumsl UHghopMayuu,
8 MmMoOM yucrne € UCMOMb308aHUEM
coepemMeHHbIx ~ Memodoe U  cpedcms
paspabomku npoepamMmMHoO20 0becneyeHus;

3 KoHmporsbHo- OrK-4.1.4 criocobeH ebinonHsme paspabomky
aHanumuyeckudl U  eHedpeHue  cucmembl  obecnevyeHus
UHGhOPpMaUUOHHOU besonacHocmu

KOMIMbIOMEPHBIX CUCMEM, aHanu3uposams U
oyeHusamb ee omka3oycmou4yusocmb U
8bipabambigamb MepbI 10 ee yriy4YUueHUro.
4 Op2aHu3ayuoHHo- OllK-4.3.3 criocobeH paspabambigamb
yrpaeneHyecKuli opmaribHble modesnu nosumuk
besornacHocmu U MOUMUKU  yrnipaeneHusi
docmyriom, gopmuposams nonumuky
UHGOpMayUOHHOU besonacHocmu,
aHanusuposams ee KOPPEeKMHoCmb,
opaaHu308bI8ameb u rnoddepxxusams
8bIMoJIHEeHUEe KoMri/iekca Mep rno
obecne4yeHuro UHGbopMaUyUOHHOU
6e30racHOCMU  KOMMbIOMEPHLIX cucmem U
cemed.
5 3KcnnyamayuoHHbil OfllK-4.2.3 enadeem HaebikaMu rpogedeHus
aHanu3a  3auwuweHHoOCmU, MOHUMOPUHea,
ayouma u obecrie4eHUss  KOHMPOIbHBIX
rposepox YHKUUOHUPOBaHUSI u
6e30racHOCMU  KOMIMLIOMEPHLIX cucmeMm U
cemed.

16. MNepeyeHb y4eOHOM nuTepaTypbl, pecypcoB ceTu «MHTepHeT», HeoGXoaUMbIX Ans
NPOXOXAEeHUA NpakTUKK (CrIUCOK numepamypbl 0¢hopmrisiemcsi 8 coomeemcmeuu ¢ mpebogaHusIMU
IOCT u ucnionb3yemcs obwasi ckeo3Hasi Hymepauusi 0risl ecex audo8 UCMOYHUKO8)
a) OCHOBHaga nuTepaTtypa:
Ne n/n McTouHKK

1 Wknsap, M.®. OcHoBbl Hay4HbIX uccnegosaHun / M.®. Wknap. — Mocksa: Jawkos n Ko, 2012. —
" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
HoswukoB A.M., HosukoB [.A. MeTogonorust Hay4Horo nccnegosanus. — M.: llnbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.
MenbHukoB B. I1., KneiimeHos C. A., lNeTpakor A. M. NHdopmauunoHHasi 6e3onacHoCTb 1 3aluTa
nHdopmauuun. - M.: Akagemuns, 2007. — 330 c.
OcHoBbI ynpaBneHus nHPopMaLMoHHOM 6e3onacHocThio: [y4ebHoe nocobure Ansa cTyaeHToB
BY30B, 00y4atoLmnxcs No HanpaBneHUsM NOArOTOBKM (CNeunansHOCTSIM) YKPYNHEHHOW rpynnbl
cneumanbHocTen 090000 - "MHdopm. 6e3onacHocTb"] / A.lNM. Kypuno [n gp.]. — 2-e u3g., ncnp. —
Mocksa: Nopsayvasa nuHusa-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHus
nHopMaLmMoHHOM 6e3onacHoCTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, FO.M. NHdopmaumnoHHas 6e3onacHOCTb U 3awmta nHdopmauum: yyebHoe nocobue
Ans ctyd. obyd. no cneumanbHOCTU «MHPOPMaLMOHHBIE CUCTEMBI U TEXHOMOMMNY AHEB. M 3a0M.
cdopm o6y4deHus / KO.M. Kpakosckuin. — M.; Poctos H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbIv Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
OneviHuk IM. T1. KopnopaTuBHble MHGOPMaLUOHHbBIE CUCTEMBI: ANa 6akanaBpoB M CNeLmanmcToB:
6. | y4ebHuK onsa cTya. By3oB, 06y4y. no Hanpasn. 080800 "MpuknagHas nHdopmatmka (no
obnactam)" n gp. akoH. cney. — CIM6.: MNutep, 2012. — 176 c.
docTtep, xenmc. 3awmra OT B3fioma: COKETLI, akcnnonThl, shell-koa: / x. doctep, M. MNpanc ;
nep. c aHrn. A. A. CnunHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

2.

7 (MHbopmaumoHHast 6esonacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1117>.
Ckyauc, 9. MNMpoTmnBoCcTOsIHNE XakepaM. [NowaroBoe pykoBOACTBO MO KOMMBbIOTEPHBLIM aTakam U
8 acppekTnBHOM 3awmTte/ . Ckyamc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (3awmTa un

agMuHucTpupoBaHune) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll_id=1112>.

Fony6, Bnagnmnp AnekcaHapoBud. 3awmta oT Bpe4OHOCHOro NporpamMmMHoro obecnevyeHus:

9. | yuebHoe nocobue anga sy3or / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: J10IN By, 2006. —
31 c. — bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
Xoapg, Mawkn. 19 cmepTHbIX rpexoB, yrpoxarLmx 6e3onacHocTy nporpamm. Kak He gonyctutb
TMNNYHBLIX ownbok/ M. Xosapa, [. Jle6nank, [x. Buera; asT. npeavicn. A. MopaH. — Mocksa:

10.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

IOMK lMpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opwr.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1118>.

11.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0.B. 3anues. — CI16.: BXB-MNeTepbypr, 2006. - 304 c.

12.

MpockypwH B. I'. BawuTa nporpamm n gaHHbIx - M.: Akagemns, 2011. — 198 c.

13.

YnpaBneHue BHeapeHEM NHPOPMALMOHHbBIX CUCTEM: KypC Nnekumi: yueb. nocobue ons
CTYOEHTOB BY30B, 00y4aroLLMXCa No cneumnansHOCTaM B obractm nHgopm. TexHonoruii / B..
pekyn, . H. Oennwenko, H.J1. KopoBkuHa. — M.: IHTepHET-YH-T uHdopm. TexHonorui, 2008.
[OnekTpoHHbIr pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.

14.

KOpuH U.FKO. TeopeTnyeckmne n npaktmyeckme 0CHoBbl 3alnThl MHopmaummn. 2012.
http://library.sgu.ru/uch_lit/620.pdf.

6) gononHUTENbHas nNuTepartypa:

Ne n/n

NcTouHnk

15.

Mypomuesa A. B. VckyccTBo npeseHTaunn. OCHOBHbIE MpaBuria v npakTuieckne
pekomeHgaumn / A.B. MypomueBa. — MockBa: ®nvHTa: Hayka, 2014. — 108 c.

16.

Kpy4umhuH, B.B. KomnbloTepHbIE TEXHOMOMMN B HAYy4YHbIX UCCNEQOBAHUAX: y4eOHO-
mMeToanyeckoe nocobue / B.B. KpyumHuH. — Mocksa: TYCYP (ToMckuii rocyaapCTBEHHbIV
YHUBEPCUTET CUCTEM YNPABEHNSI U PaANO3NEKTPOHNKM), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll_id=11269.

17.

AHppees, .. OcHoBbI Hay4YHOI paboTbl 1 METOAOMNOMMA ANCCEPTALMOHHOIO UccneaoBaHus /
.. Angpees, B.B. bapeuHeHko, B.C. Bepba. — Mockea: ®PuHaHChLl U cTaTucTuka, 2012, —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pl1_id=28348.

18.

Cuctembl n cpeactea nHdopmaTukn: Exxerognuk / I'n. pea. U.A. Cokonos. — Mocksa: AT
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depepanbHbI 3akoH oT 27 utons 2006 roga Ne 149-d3 «O6 uHdbopmaumm, HPOPMaLMOHHBLIX
TEXHOMOrMax v o 3awmrte nHgopmauuny // CobpaHue 3akoHogaTtenbcTBa Poccunckon
®epepaumu, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

depepanbHbii 3akoH OT 27 uionsa 2006 roga Ne 152-d3 «O nepcoHanbHbIX gaHHbIX» //
CobpaHve 3akoHogaTtenscTBa Poccuiickon ®egepaunm, 31 niona 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P UCO/MBK 27001-2006 NHdopMaumnoHHasa TexHonorus. MeTtofabl 1 cpefcrea
obecneyeHuns 6esonacHocTn. CUCTEMbI MEHEMXKMEHTA MHAOPMAaLMOHHOM 6e30NacHOCTMW.
TpeboBaHus. (yTBepXaéH 1 BBeAEH B AencTBue MNpukasom degepanbHOro areHTcTea no
TEXHUYECKOMY perynMpoBaHuto n metponoruu ot 27 gekabpsi 2006 r. Ne 375-cT).

22.

Mpuka3 ®egepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto Poccun ot 11
despans 2013 roga Ne 17 «O6 yTBepxxageHum TpeboBaHui 0 3awmTe nHdopMalmm, He
COCTaBMsIOLLLEN rOCYOAPCTBEHHYIO TalHy, CoAepKallencs B rocyaapCTBEHHbIX
NMHGopMaLUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3s ®egepanbHON Cryx0Obl MO TEXHUYECKOMY 1 3KCMOPTHOMY KOHTporto Poccun ot 18
despans 2013 roga Ne 21 «O6 yTBepxaeHUn coctaBa 1 cogepXaHnsi OpraHn3aLUmMOHHbIX U
TeXHn4Yecknx mep no obecneveHuo 6€3o0nNacHOCTUN NePCoHarbHbIX AaHHBIX NMpU UX 06paboTke B
WMHPOPMALIMOHHBIX CUCTEMAX NepCOHanbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.

24,

MeToaunyeckunin AOKyMeHT. Mepbl 3almThl UHOPMaLUMK B rocyAapCTBEHHbIX MHPOPMAaLMOHHbIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

25.

MoctaHoBneHue MNpaButensctea Poccuiickon Peagepaumm ot 1 HOA6pst 2012 roga Ne 1119 «O6
yTBEPXAEHUN TpeboBaHMIA K 3aLUMTE NepcoHarbHbIX AaHHbIX NpU nx 0bpaboTke B
MHOPMaLIMOHHBIX CUCTEMAX NepCcoHanbHbIX AaHHbIX» // CobpaHue 3akoHogaTenbCcTBa
Poccunckon ®egepaumm, 05.11.2012, Ne 45, cT. 6257.

26.

MewepsikoB B.A., XXenesHsik B.IN., BoHaapb A.O., OcuneHko A.J1., BabkuH A.H. MNepcoHanbHble
AaHHble: opraHusauus o6paboTku n obecneyeHms 6e30nacHOCTM B OpraHax rocy4apcTBEHHOM
BNnacTu n mecTtHoro camoynpasneHus / Nog pen. B.A. MewuepsakoBa. — BopoHex: BopoHexckuii
uHctutyT MB[J Poccun, 2014. — 186 c.

27.

MocTtaHoBneHne npasutenscTea BopoHexckon obnactu ot 28 anpena 2011 roga Ne 340 «O6
yTBEPXOAEHNN NONTIOXEeHUA 0 eAUHOM peecTpe rocyaapCTtBeHHbIX I/IHC*)OpMaLLI/IOHHbIX CUCTemMm
BopoHexckon obnactn» // CobpaHne 3akoHogaTenscTBa BopoHexckon obnactm 20.06.2011 Ne
4, cT1. 285.

28.

EpmowkuH H.H., TapacoB A.A. CTpaTterms HpOPMaLMOHHbLIX TEXHONOMMI NpeanpuaTua. M.:
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B) MHOPMALIMOHHbIE 3NEKTPOHHO-06pa3oBaTenbHble pecypchbl (OduumanbHble Pecypchl UHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBbC «YHuBepcuteTckas bubnmoTeka online»
OBC «3nekTpoHHas 6ubnuoTteka TexHnyeckoro BY3a» (36C «KoHcynbTaHT cTygeHTa»)
9BC IOPAUT
OnekTpoHHasa bubnunoTeka y4ebHo-mMeToam4ecknx maTepuanos BIY. Pexum goctyna: hitp://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru
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*

BHavane ykasbiBawotcs OBC, ¢ koTopbiMM wumetloTcss goroBopa y BIY, 3artem OTKpbITble 3MEKTPOHHO-
obpasoBaTernbHble pecypchbl U T.4.

17. OOGpas3oBaTesfibHble TEXHONOrMU, MPUMEHsieMble MpPU NPOBeAEeHUN MNPAKTUKU U
MeToAuYeCcKMUe yKasaHusa OnA oOy4varoWwmxcs No nNpoXoX4eHUIO NPaKTUKN

HWP - camoctoaTenbHoe wuccrnegoBaHwe CTydeHTa, opopMSiIEHHOE B BMAE Hay4yHOro
otyeTa. HUP aBnsaetcs ob6a3aTtenbHON YacTbio y4eOHOro nnaxa.

OcHoBHbIMYM 3agavamm HUP aensatoTcs:

1) QaTb BO3MOXHOCTb CTYAEHTY MPOBECTU CaMOCTOSATENIbHOE Hay4yHOe WCcCcrnegoBaHue,
yrnyouTb 3HaHWs NO cneumanbHbIM UCUMNIINHAM;

2) onpepenntb CNOCOBHOCTb CTyAeHTa BbINOMHATbL Hay4YHOEe MccrnefoBaHWE Ha YpPOBHE,
COOTBETCTBYHLLEM KBaNMukaumm.

HWP copepxaT cnegywoowme OCHOBHble 4YacTu: BBeAEHWEe, Teopusi, 3KCNEePUMEHT,
pesynbtatbl, 06CyXaeHMe pe3ynbTaToB, BbIBOAbI, 3aK/OYEeHWe, 3amMedaHuns, Crucok
nutepatypbl. AHHOTaumst obbemom He 6onee 0,5 cTpaHuubl pacnonoXxeHa nocne TUTYNbHOro


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

nucta n npeawecteyetT «CoaepxaHumto». CnmMcok OGykBEHHbIX OBO3HAYEHW U COKpaLleHWUn
cnepyet 3a «CoagepxxaHmemy». PUCyHkn n Tabnuubl pacnonaratoTcs No TEKCTY NOCIE CCbIfIOK Ha
HuX. PaboTty HeobxoouMO HanmMcaTb aKKypaTHO, PaMOTHbIM Hay4YHbIM s3blkoMm. >KecTkue
TpeboBaHnsa Kk 06bemy paboTbl OTCyTCTBYHOT. OPUEHTMPOBOYHO MOXHO MOCOBETOBaTb OO6bEM
HWP B npepenax 30-50 ctpaHuu,.

OTyeT noO npakTuke [JOfmKeH OblTb W3NMOXEH TEXHUYECKUM T[PaAMOTHbIM S3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEepMMHOB U abbpesunatyp ©6e3 opcdhorpacunyecknx wu
rpaMmmaTmyeckmx owmnbok. MNMpeacraBneHHbIN OTYET NO NPaKTUKE OLLEHMBAETCSA Ha COOTBETCTBUE
WHpopmauun, npeacTaBneHHon B OT4yeTe, AaHHbIM U3 MHAOPMALMOHHBIX pecypcoB obuiero
aoctyna cetn IHTepHeT, MmaTepmanoB Nekummn, y4ebHON 1 TEXHNYECKON nuTepaTypbl.

CTpyKkTypa oT4yeTa Mo rnpaktmke

1. OTyeT no npakTUKe AOSMKEH BKIOYATb TUTYMbHBLIM NIUCT, CodepXaHue, BBeAEHue,
OonucaHme TEeOPEeTUYECKUX M MNPaKTUYECKUX acnekTOB BbINOMIHEHHOW paboTbl, 3akn4veHue,
CMUCOK NUCMONb30BaHHbIX NCTOYHUKOB, NPUITOXEHNS.

2. Ha TutynbHOM nucTte gomkHa ObiTb NpeacTaBrneHa Tema nNpakTuky, rpynna n dpamunms
CTyAeHTa, AaHHble O npeanpuatTun, Ha 6as3e KOTOPOro BbLINOMHANACh MNpakTuka, damMunus
pykoBoauTeENs.

3. Bo BBegeHWn cTyaeHTbl OOMKHbI AaTbh KpaTKOe onucaHne 3agayu, peaemMon B paMkax
NPaKTUKN.

4. B OCHOBHOM 4acTu oTyeTa CTyAeHTbl NpMBOAAT nNogpobHOe onucaHwe npoaenaHHou
TeopeTn4eckon n (Unu) npakTmyeckon paboTbl, BKNOYaa onucaHne n 06ocHoBaHMe BblOpaHHbIX
peLleHnn, onmcaHne NnporpaMm 1 T.4.

5. B 3akntoueHnMn gaeTtcsa KpaTkasa XapakTepucTuka npogenaHHon padoTbl, U NpUBOAATCA
€€ OCHOBHbIE pe3ynbTaThl.

6. B npunoxeHnax npuBoOATCS HenocpeacTBeHHble pesynbTaTbl pa3paboTku: TeKCThbl
nporpamMmm, rpaduku 1 guarpamMmmel, n T.4.

TpeboBaHus kK 0popMneHnto oTyeTa

1. OT4yeT ohopmnAeTcsa B ne4aTtHOM BMAE, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT OTYeTa BbINOSTHAETCA WpnUdToM 14 NyHKTOB, C MHTEpBanom 1,5 mexay
cTpokamu. TekcT pasbuBaeTcs Ha absaubl, Kaxabli W3 KOTOPbIX BKMOYaAEeT OTCTYn U
BblpaBHUBAHME MO LUNPUHE.

3. TekCT B NpUNoXeHnaxX MoXeT ObITb BbINONHEH Bonee MENKNM WpUGTOM.

4. OtyeT pasbumBaeTcsa Ha rnasbl, NYHKTbl W MNOAMNYHKTbl, BKMAOYaKOLWME LOECATUYHYHO
HymMepaumtio.

5. PucyHkn n Tabnuubl B oTYETE AOSMKHbI UMETb OTAESbHY HYMepaLuuio U Ha3BaHus.

6. Becb oT4eT gormkeH OblTb OhopMNEeH B €OUHOM CTUME: Be3ae B OTYETe 4115 3arosioBKOB
OLHOr0 YPOBHS, OCHOBHOIO TEKCTa M NOANUCEN AOSMKEH UCMNOSb30BaTbCA OAMHAKOBLIN LPUAT.

7.CTpaHuubl OT4YeTa HYMEpPYKTCS, HadMHash C TUTYNbHOro nucta. Homepa cTpanuy
NPOCTaBMATCA B NPaBOM BEPXHEM Yry AS1s1 BCEro oT4eTa KpOME TUTYSNBHOro nucra.

8. CogepxaHve oTyeTa AOMKHO BKMNOYATh NepeYeHb BCEX rMaB, MyHKTOB M NOAMYHKTOB, C
yKaszaHnemM HoMepa CTpaHuLbl A5 KaXO0ro afieMeHTa CoaepKaHus.

9. Ccbinkn Ha nuTepaTypy W OpYyrMe WUCNOSb30BaHHbIE MCTOYHUKM OOPMIISIOTCS B
OCHOBHOM TEKCTE, a CaMM UCTOYHUKN NEPEYNCSIOTCS B CMIMCKE NUCMOMb30BaHHbLIX MICTOYHUKOB.

10. O6bem oTyeTa No NpakTuke AomKeH 6biTb He MeHee 30 cTpaHuu,

18. MaTtepnanbHoO-TeXHU4YECKOoe obecrneyeHne NPaKkTUKK.

2. BopoHex, yn. YHueepcumemckas nnouiads, 0.1, enasHbil y4ebHbIt Kopryc, ay0.214
KomnbtoTep B coctaBe: cuctemHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHas namsTb 86,
HDD 500I6; monutop: LG FLATRON. Mynbtumeguanpoektop BenQ. OkpaH HacTeHHbIM Ans
npoektopa. Ayamo kornoHku Creative A60. KommyTtaTtop.

2. BopoHex, yn. YHusepcumemckas rnnowads, 0.1, y4ebHbid kopryc 16, ayd.407




KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepatunBHas
namaTtb 16 6, SSD 256 6, HDD 1T6, Buageokapta NVIDIA GeForce GTX 1080 Ti; moHuTop DELL
S2419HN. KomnbtoTep B cocTtase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepaTtuBHad namatb 96 6, SSD 1T6, HDD 4T6, sugeokapta NVIDIA GeForce RTX 2080 Ti (2 wT.);
moHuTop DELL S2419HN. UctouHnk 6ecnepebonHoro nutanma APC Back-UPS BV1000I-GR, line-
interactive, mowHocTb: 1000BA, 600BT (16 wT.). UcTtouHunk 6ecnepebornHoro nutaHusa Legrand KEOR
LINE RT 1500BA (1 wr.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). NHtepaktmBHasa gocka SMART SBM685 (87 atonmos, MO SMART SLS) ¢ naccuBHbIM IOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbid, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHasa nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rniowads, 0.1, anasHbil y4ebHbil kopriyc, ayd. 124
KomnbtoTep B coctaBe: cuctemHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepaTtuBHaa namsatb 326, HDD 1T6, SSD 25616, Buaeokapta NVIDIA GeForce GTX 1050;
moHutop: Dell S2419H. WHrepaktuBHaa pgocka SMART SBM685 (87  awownmos).
MynbTumeamnanpoektop Vivitek ynbTpakopoTkodoKyCHbIN. WcTOYHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wr.). ctouHuk 6ecnepeboriHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas nnouwads, 0.1, enasHbil y4ebHbid kopnyc, ayd.226
Mono6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtuBHas namatb 86,
SSD 250I6. Mynbtnmeamnanpoektop Epson. Ayamo konoHkm EV (2 wT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wT.).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, y4ebHsiu kopryc 1, ayd.2/25
YyebHbit cmeHd "lMpoepammHbie cpedcmea kpunmoepaguu”, SCRYPTO B cocTase:
Kapkac MOHOOMoKa (1 LWT.); MHTErPUPOBAHHLIN BbIMUCINTENDBHBIN Y3en 3 WT.) B COCTaBe: Npoueccop
Intel: aBa sigpa c¢ TaktoBowm 4dactotonm 2700 MIy, O3Y: o6vém 4 6 Tvn DDR-3, TBEpAOTENDBHLIN
HakonuTtenb SSD obbemom 60 6, 6nok nutaHust mowHocTblo 300 BT, 2 ceTeBbix MHTepdenca
GigabitEthernet; nepekntodatens KBM-tuna D-Link (1 wT.); Heynpaensembin kommyTtaTop D-Link (1
WT.); MOAYNb MUTaHMWs, KOHTPOMA M MHTErpauun ctenHga B obwyto nabopatoputo (1 wWT.); MOHUTOP
Philips(1 wTt.); koMnnekT koHconn pabo4vero mecta obydaemoro (1 WwT.) B cocTaBe: knaBuaTtypa
Oklick, mbiwb OkKlick; komnnekt y4ebHo-meToanyeckux nocobun (1 K-T.); cTaTUCTUYeckoe
nporpaMmmHoe obecneveHne ynpasneHus mogynem nutaHusa (1 wr.); pnaw-anck BOCCTaHOBMNEHMS
OC Ha wHTerpupoBaHHbiX [MK (3 wTt.) ¢ onepaumoHHon cuctemon ArchLinux; dunaw-guck
MynbTUMEOUNHOIO METOANYECKOro nocobms (1 Wr.); rpynna KOMMYTaLMOHHBLIX MOPTOB (2 LWT.).
Tunosou kommnekm y4ebHoz2o obopydosaHusi "Cemesas b6esonacHocmb”, SECURITY B cocTase:
yrnpaBnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaBnsembii KOMMyTaTop BTOpPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBA JokansHon cetn (1 wrT.);
Heynpasnsembin kommytatop D-Link (2 wr.); mapwpytmnsatop 6ecnposBogHon D-Link (2 wr.);
O6paHgmayap D-Link (2 wT.); Moaynb nNUTaHUs, KOHTPOMS W WHTerpaumm cTeHga B 0O6Luyto
nabopatoputo (1 WIT.); KOMMYyTaUMOHHaA naHenb (1 WT.); BbIMUCIUTENbHBIN y3en (4 WT.) B cOCTaBe:
npoueccop Intel: gBa agpa c TaktoBon uactotom 2700 MIu, O3Y: o6bém 4 [6 Tvn DDR-3,
TBEpAoTeNbHbIN HakonuTenb SSD o6bemom 60 6, 6ok nutaHna mowHocTelo 300 BT, 2 ceTeBbIX
nHtepdenca GigabitEthernet, 1 6ecnpoBogHo ceTeBon WHTEpdenc; MoHobnok (1 wr.);
CTaTUCTMYECKOe nporpammHoe obecrneyeHne ynpaBfeHnss MogyremM MUTaHWs, KOHTponsd U
nHTerpaumu (1 wr.); nporpamMmmHas cuctema BocctaHosnernus U-Profi (R) (4 cdonaw-amcka obbemom 8
) (1 wr.); yanunutens USB (4 wr.); kabenb VGA (2 wrt.); naty-kopg (10 wrt.); meToamyeckoe
nocobwue (2 k-Ta.).
YuebHo-npakmuyeckuli _cmeHO «Cucmembl _KoHmMposas u_ynpasneHus docmymnom», O3N-CKY[ B
cocTtaBe: Mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): akpaH ¢ anaroHanbio 15.6" (paspelueHue
1366x768), O3Y obvemom 2048 M6, Hakonutenb, obbemom 120 6, npoueccop Intel aBa agpa ¢
TaktoBon 4vactoton 1,4 [Tu, Beb-kamepa; ckaHep NUHENHbIX U ABYMEpPHbIX WTpux-kogos (1 wrT.);
csetoamoq (1 wWwrt.); anekTpomexaHuveckui 3amok (1 wr.); ceteBonm KoHTponnep CKY[Q (2 wrT.);
MyNbTUMELNNHbIA TEPMUHAN MHOTOAKTOPHOW MAEHTUMKALMK, B TOM Yncrne pacno3HasaHune nuy (1
LUT.); HACTONMbHOE YCTPOWCTBO YTEHUSA U 3anucu cmapT-kapT (1 LWT.); KOHTaKTHas cmapT-kapTta C
o6bEMoM namaAtn 256 6anT (5 wr.); USB kntoy tmn e-token (1 wrt.); komnnekt MO u koHBepTop (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cunTbIBaTEND 6ECKOHTAKTHBLIX KApT Em-Marine
(1 wrt.); cuntbiBaTENb BECKOHTaAKTHLIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrT.); cmapT-
kapta Tun Em-Marine (5 wt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop knto4yen Touch-
Memory (1 wTt.); Mogynb cornacoBaHust UHTepdencos (1 LIT.); SNEKTPOMArHUTHbLIN 3amoK (1 wrT.);




cumTbiBaTenb kmodver TouchMemory (1 wr.); ceTeBon KoHTponnep TouchMemory (1 wrT.); 6nok
nutaHua (1 WwT.); nporpaMmma pacno3HaBaHWsi aBTOMOOUNbHLIX HOMepoB (1 WwT.); MakeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wr.); IP-kamepa (1 wrt.); koMMyTaTOp Heynpasnsembli D-Link (1 wT.);
MOAYMb MWTaHWS, KOHTPOMSl W MWHTerpauMmM Kkomnnekra B oOwyw nabopatopuio (1 wr.);
cTaTuCcTM4eckoe nporpammHoe obecrnedyeHne ynpaBreHns Mogyrem nUTaHus, KOHTpPOnd U
nHTerpaumm (1 Wwr.); NnporpaMMHbIN aMynaTop dunsmdeckux obbekToB goctyna (1 wT.); MeToanyeckoe

nocobue (2 wr.).

19. OueHo4HbIe cpeacTBa ANA NpoBeAeHUA TEKYLLEeN N NPOMEXYTOYHOWN aTTecTaumm
oby4aroLwmxcs No npakTmke

HanmeHoBaHue NHauvkaTop(bl)
0
I_'I‘;I'_I pasgena AUCLUMUNIIUHBI K?_:ﬁ';?;f" OOCTUXEeHMUA OueHo4Hble cpencTBa
(mogyns) KOMNeTeHuUn
OpeaHu3alyuoHHO-
1. rnodzomosumeribHbili OrK-13 OrlK-13.12 OT4eT NO NpakTuKe.
amarni
OrK-7.5
OrK-7.9
OnK-7 OK-7.10
OrK-7.12
Or1K-13.13
Ol1K-13.14
Or1K-13.15
Ork-13 OnK-13.17
OlK-13.21
HayuHo- OnNK-13.23
2 uccredoeamensckuil e OrlK-8.11 Ot4eT no npakTtuke. 3awuta oTyeTa no
oman ONK-8.14 npakTuKe.
OrnK-4.1 OrK-4.1.3
OnK-4.2 OnK-4.2.3
OnK-4.3.3
OnK-4.3 ONK4 35
MK-1.1
Mk-1 MK-1.3
MK-2 MK-2.2
MK-3.3
k-3 MK-3.4
Or1K-9 Or1K-9.15
Amari 8bInoHeHUs OFIK-13.6
OllK-13 OrK-13.18
3 uccriedosameribCKUX OMK-13.19 Ot4eT no npakTtuke. 3awuta oTyeTa no
: pabom o OTKA L Onka 1 4 npakTuKe.
UHOUBUQYanbLHOMY rnaHy : =
MK-2 MK-2.5
MK-3 MK-3.4
Or1K-13.5
N Or1K-13.6
OgpopmneHue omyéma o
4, (pugvoeam npaKMUK OrlK-13 Or1K-13.12 OTYeT Mo npakTuke.
OrK-13.16
OrnK-13.18
lMpomexyTodHasa aTTecTaums VHANBMAYanbHOE 3a8aHNe
dopMa KOHTPONS — 3a4eT C OLIEHKOM 4

20. TunoBble OLEHOYHble CcpeAcTBa M MeToAuYecKMe MaTepuanbl, onpegensilowme
npoueaypbl OLeHUBaHUA

20.1 TeKywyMin KOHTPOIb yCNeBaeMoCTH
KoHTporb ycneBaemocTu no AMCUUNINUHE OCYLLIECTBNAETCS C NOMOLLLIO CReayoLmMX OLEeHOYHbIX
CPeacTs:
MHugueuayansHble 3agaHns
MepeyeHb HAMBUAYaNbHbLIX 3a4aHNin
[NepeyeHb uHOuBuOdyarbHbIx 3adaHull




MpoBecTn aHanu3 NOCTaBfEHHOW 3adadn C TOYKU 3peHus obecnedeHns makcumarnbHO 3dekTuBHON
3aWnTbl MHOpMaUMM B MHAPACTPYKTYpe OpraHusaumm (paccMoTpeTb TeOopeTUHecKMe acnekTbl, Ha
OCHOBaHWM aHanu3a NocTpouTb Moaenb 6e3onacHoCTy).

1. ABTOMaTM3MpPOBaHHas cMCTEMa B 3aLUULLEHHOM WCMOSIHEHWWM OpraHu3aumy (Unv npeanpusaTus
nobor opmbl COBCTBEHHOCTHI).

2. AHanuns ya3BMMOCTEN WM OpraHM3auus 3awmTbl MHpOpMauMM B NOKanbHOW CETU OpraHusaumm
(nnun npegnpuaTns nobon opmMbl COGCTBEHHOCTN).

3. AHanm3 ysisBuMocTen n 3dhEKTUBHOCTN CPeacTB M cnocoboB 3awuTbl MHGOpPMauun B
aBTOMAaTM3NMPOBAHHOWN cUCTEME opraHM3auun (Mnu npeanpmatua nobon opmbl COBCTBEHHOCTK).

4. VHCTpyMEHTanbHbI MOHUTOPUHI 3alULLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbI OpraHusauum
(vnun npegnpuaTnsa ntobon opmMbl COGCTBEHHOCTN).

5. MHdpopmaumoHHaa cuctema nepcoHarnbHbIX OaHHbIX OpraHusaumm (Mnu npegnpuatmia nobon
dopmbl CO6CTBEHHOCTH).

6. KomnnekcHas 3awwmta nHopmMauun B nioKanbHOW CETU opraHmsaumm (Mnv npeanpusitus nobomn
dopmbl COGCTBEHHOCTH).

7. MopgroToBka K aTtTecTtaumn MHAPOPMALNOHHOM CUCTEMbI MEPCOHANbHbLIX AAHHLIX B OpraHun3auumu
(vnn npegnpuaTnn ntobon opmMbl COGCTBEHHOCTN).

8. C6op ¥ aHanM3 UCXOOHbIX AaHHbIX ANS MPOEKTMPOBAHMA CUCTEMbI 3alMTbl UMHGOpMaumm
opraHusaummn (Mnv npegnpusaTusa nobon dopMbl COGCTBEHHOCTH).

9. Cuctema KOHTPONSA W ynpaBneHus OOCTYNOM B OpraHusauum (Mnv Ha npegnpusatum nobon
dopMbl COBCTBEHHOCTK).

10. Cuctema ynpaBneHuss MHAPOPMAaLMOHHOM 6e30NacHOCTbI0 aBTOMATU3NPOBAHHOW CUCTEMbI
opraHusaummn (Mnv npegnpusaTusa niobon dopMbl COGCTBEHHOCTH).

TpeboBaHUs K BbINOMHEHWUIO 3a4aHNI

MpoBecTM aHanM3 MOCTaBMEHHOW 3adadyM C TOYKM 3peHust obecrneyeHust HaxoXaeHUs
9P (heKTUBHOIrO peLLeHns OnMpasicb Ha CyLLECTBYIOLLYIO MHADPACTPYKTYpy OpraHusauum (paccmMoTpeTb
TeopeTnyeckme acnekTbl, Ha OCHOBaHWM aHanmn3a NoCTPOUTb MoAerb PeLleHns U T.4.).

20.2 NMpomexyToyHas aTrectaums

MpomexxyToyHas aTTecTaums No AMCUMUNINHE OCYLLECTBNSIETCS C NMOMOLLBIO CreayoLLmX
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

Tembl npoekmos

1. CpeactBa obecneyeHuss WMHGOPMAUMOHHOM  ©Ee30MacHOCTM B KOPMNOPAaTUBHbLIX
MH(POPMALMNOHHBIX cUcCTEMax
. AnnapatHble cpefcrtBa obecneyeHns nHdpopmaunoHHom 6e3onacHoCTm
. MHdopmaumnoHHble ysi3BMMOCTM OO BEKTOB
. NporpammHble cpeacTea obecneyeHns HopmMaunoHHon 6e3onacHoCcTH
. AHTPOMOreHHble MH(POPMALMOHHbIE YA3BUMOCTU
. TexHoreHHble MH(POPMaLMOHHbIE YA3BUMOCTH
. OpraHusauunoHHo-npaBoBble cpeacTBa obecnevyeHns NHpopmaunoHHoM 6e3onacHoCTH
Yrpo3bl nHhopMaLMOHHON 6E30NaCHOCTN U UX UCTOUYHUKMN
. OpraHu3saunoHHO-agMUHUCTPATUBHbBIE CPpeaCcTBa 3aLLMTbl MHhopMaLun

10. OCHOBHbIE NPUYUHBI YTEYKM UH(POPMaLUN U BO3MOXHOCTU MPOTUBOAENCTBUS yTeYKaMm
MHdopMauun.

11. Mepbl 3aWmTbl NEePCOHAarNbHbLIX AAHHbLIX B MHPOPMALMOHHBLIX CUCTEMAX NepCOHarbHbIX
AaHHbIX.

12. lNoarteepxaeHne NOANIMHHOCTN O6BHEKTOB N CYOBEKTOB MHPOPMALIMOHHON CUCTEMBI.

13. KoHTposib uenocTHOCTU nHdopMauumn. Xaw-gyHKUUK, NPUHLUNLI MCMOSTb30BaHNA XILLI-
dyHKUM ons obecneyeHuns LenoCTHOCTN OaHHbIX.

14. Yrposa HapyweHnsa KoHduaeHumanbHocTu. OcCobeHHOCTU W npumepbl peanusauumu
yrpossbil.

15. Yrposa HapyleHus uernocTHOCTU AaHHbIX. OcobeHHOCTU 1 npumepbl peanusauuun
yrpossbil.
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16. Yrposa oTkasa cnyx6 (yrpo3a oTkasa B pgoctyne). OcobeHHOCTM W npumepbl
peanuaauuu yrpossbl.

17. Yrposa packpblTua napameTpoB cuctembl. OcobeHHOCTM M npumepbl peanu3auun
yrposbl.

18. OCHOBHble TWMbl MOMUTUKM Ge3onacHOCTM AoCTyna K AaHHbIM. [UCKpEUMOHHblE U
MaHOaTHble NONINTUKMW.

19. TpeboBaHna K cuctemMam KpunTtorpadmyeckon 3aWuTbl:  KpunTorpaduyeckue
TpeboBaHunda, TpeboBaHua HagexHocTn, TpeboBaHma no 3awmte ot HCL, TpeboBaHus Kk
cpeacTeBam paspaboTku.

20. ADMVHUCTPATMBHLIN YPOBEHb 3alUTbl MHOpMaunn. 3afayn pasnUYHbIX YPOBHEN
yrnpaBneHus B peleHnn 3agadm obecneveHms nHpopmaunoHHon 6e3onacHoCTu.

21. MNpouenypHbIn ypoBeHb obecneveHnss BesonacHocTn. ABTOpM3aumnsa nonb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

22. WpeHTnpukauma u  ayteHTudukauus npu Bxode B WHAPOPMALUOHHYIO CUCTEMY.
Mcnonb3oBaHue naponbHbIX cxeM. HegocTtaTkm NaposibHbIX CXEM.

23. NpeHTnpukauma un ayteHTUduKauma nonb3oBaTtenen. [lpnmMeHeHne nporpamMmmMmHo-
annapaTHbIX CpeACTB ayTeHTUdMKaumMm (CMapT-KapTbl, TOKEHBbI).

24. bnomeTpunyeckue cpeactea naeHTUUKaUnMnM n ayTeHTuduKkaumm nonb3oBaTenen.

25. AyTeHTUUKaLms CyObeKTOB B pacrnpeerieHHbIX cuctemMax, npobrnemsl U peLleHus.

26. Ayaut B UHOPMALMOHHbIX cuctemax. PyHKUMM U Ha3HaveHue ayauTa, ero posib B
obecnevyeHnn nHpopmauMoHHON 6e30nacHOCTH.

27. Bupycbl u metoabl 60pbbbl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NakeThbl.

28. MNporpammMHo-annapaTHble  3awWuTbl  MHPOPMALUMOHHBLIX pecypcoB B VIHTepHeT.
MexceTeBble 3KpaHbl, UX (PYHKLUNN U HA3HAYEHWUA.

29. Kputepun oueHkn 6e30MacHOCTU KOMMbIOTEPHbLIX cuctem. CTpykTypa TpeboBaHuN
6esonacHocTu. Knacchl 3almLLEeHHOCTH.

30. EguHble kpuTepun 6e30nacHOCTU MHAOPMAUMOHHBLIX TeXHonornn. MNoHaTne npodunsa
3awmTbl. CTpyKTypa Npoduns 3almThbl.

31. EguHble kpuTepum 6e30MacHOCTM MHMOPMALMOHHBIX TexHonornn. MpoekT 3awmThbl.
TpeboBaHus 6e3onacHoOCTU ((PyHKUMOHamNbHbIE TpeboBaHMs N TpeboBaHUA ageKkBaTHOCTN).

32. MNoHATMe anekTpoHHOM uudpoBon noanucu. lNpouenypbl POPMUPOBAHUS LINGPPOBOM
nognucu.

33. Metogbl HecMMMETpPUYHOro  WndgpoBaHusa. KMcnonb3oBaHMe  HECMMMETPUYHOIO
wnposaHuna ons obecneyeHns LenoCTHOCTU SaHHbIX.

34. Cpeactea obecneveHns  uHdopmaumoHHon 6es3onacHocth B OC  Windows.
PaarpaHnyeHue goctyna K AaHHbIM. [[pynnoBasi nonuTuka.

35. MNMpumeHeHne dannoson cuctembl NTFS ana obecneyeHnss uHGOpPMaLMOHHOM
b6esonacHocty B Windows. Cnucknm KoHTpons poctyna K pgaHHeim (ACL) ux ponb B
pasrpaHuyeHumn 4oCTyna K AaHHbIM.

36. NMpumeHeHne cpeactB  Windows ana  npegoTBpawieHus  Yyrpo3  packpbITus
KOH(bMAaeHUManbHOCTM AaHHbIX. LndpoBaHmne aaHHbIX. PyHKUMK 1 Ha3HadYeHne EFS.

37. PasrpaHudeHune goctyna k gaHHeim B OC cemenctea UNIX.

38. OcHOoBHble 3Tanbl pa3paboTku 3alUMLLEHHON CUCTEMbI: oOnpegeneHne noINTUKK
©e3onacHocTn, npoektnposaHne mopenu WC, paspabotka koga VC, obecneveHne rapaHTum
COOTBETCTBUA peanusaumm 3agaHHon nonutuke 6GesonacHocTu.

39. MpuymnHbl  HapyweHust  6e3onacHoCTU  WMHopmaumm npu  ee  obpaboTke
Kpuntorpadundeckumm cpeacTBamu.

40. MNMoHATMe aTakm Ha cuctemy WHpopmMaumoHHon ©GesonacHoctn. OcobeHHoCcTU
NoKanbHbIX aTak.

41. PacnpefgeneHHsle NH(OPMaLMNOHHLIE CUCTEMBbI. YnaneHHble aTaku Ha
NH(POPMALNOHHYIO CUCTEMY.

42. KaHanbl nepegaynm AaHHbIX. YTedyka uH@opmauun. ATakm Ha KaHanbl nepegayu
AaHHbIX.



43. JnekTpoHHas noyta. Npobnembl obecnevyeHnsa 6€30nNacHOCTM NOYTOBLIX CEPBUCOB U UX
peLleHus.

44. BupTyanbHble YacTHble CeTU, UX (PYHKLUMM N Ha3HaAYEHNE.

45. CeTeBble BOWHbI: LENW, 3agayun, CUeHapunm W cpenctBa MX MPOBEAEHUS, OLEHKa
NepcrnekTMB pasBUTUS U MPOTUBOAENCTBMS B KOHTEKCTe obecneyeHust MHGOpMaLMOHHOM
©es3onacHoCTM rocyaapcTBa.

46. CoumnanbHble CETU Kak UHCTPYMEHT OpraHn3aumm NpoTeCcToB U « PEBOSNIOLMINY: CNOCO6bI
N cpeacTBa BO3MYLLEHMS cCOUMyMa, CLEHapun ocnabneHuss U CBepXXeHUst Bnactu, Mepbl
NPOTMBOAENCTBMSA B KOHTEKCTE obecneyeHns niopmMaumoHHon 6e3onacHoOCTM rocygapcTea.

47. CTaTUCTMYECKMIA aHanM3 BCEBO3MOXHbIX KI1aCCOB M TUMNOB aTak Ha MH(POPMaLMOHHbIE
WH(O-CUCTEMBI:  Lenu, YactoTa artak WM BennumHa yuwepboB OT wuxX peanusauuu,
COOTBETCTBYHOLLAS
OLEHKa PWUCKOB B [OMHaMuke pas3BuTusi cdepbl MHPOPMaUMOHHOM ©e30macHOCTW, BbIBOAbI
OTHOCUTESTIbHO ONACHOCTU U BO3MOXXHOCTEN NPOTUBOOENCTBUSI.

48. AHann3 n noprotoBka 0630pa HayYHO-TEXHUYECKMX MaTepuarnioB MO reTeporeHHbIM
ceTsIM B KOHTEKCTe obecneveHns nx 6e3onacHocCTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHnss Teopum BETBALMXCA MPOLIECCOB Ha
aHanm3 pacnpocTpaHeHnst Bpe4OHOCHOro NPorpaMmMHOro obecneyeHuns B CETEBLIX CTPYKTYpax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecneyeHns Teopun crnyvarHblx rpacdoB Ha aHanms
XUBYYECTM CETEBbLIX CTPYKTYP.

51. OnacHoctb DDOS-atak n puck-mogenupoBaHne WX pasHOBUOHOCTEN B KOHTEKCTE
NPOTUBOOENCTBUS.

lMpomexyTouHasa aTTecTaumsa No NpakTUKE BKIIOYAET NOArOTOBKY M 3aLlMTy OTYeTa.

OtyeT cogepxuT criegylowme coctasnsowme: obpaboTaHHbIM U CUCTEMATU3NPOBAHHBIN
mMatepman no TemaTuKe MPaKTUKK, IKCMEPMMEHTAmNbHY 4YacTb, BKIIHOYAKOLWLYHO OCHOBHbIE
MeToAbl NPOBEAEHNA UCCNEeAoBaHNA U CTaTUCTUYECKON 0BpaboTkn, obCcyaeHne NonyyYeHHbIX
pe3ynbTaToB; 3aKyeHne, BbIBOAbI U CIUCOK NUTepaTypHbIX NCTOYHUKOB. OT4YeT 0bsi3aTensHO
noanucbiBaeTcsa (3aBepsieTcs) pykoBoauTENeM nNpakTukn. PesynbTaTbl NPOXOXAEHNSA NPAKTUKK
Aoknagbisatotca obyyarowmmcs B BUAE YCTHOrO COOBLIEHUS ¢ AeMOHCTpaumnen npeseHtTauum
Ha 3acefaHumn kadeapbl (3aKMYMTENBHON KOHMEpPEHUUN).

Mo pesynbTatam Joknaga C Yy4eTOM XapakKTepUCTUKUM pyKoBOAUTENst W KadecTBa
NpeacTaBNEHHbIX OTYETHbIX MaTepuanoB OOy4varoWeMycCsi BbICTABMSAETCA COOTBETCTBYHOLLAA
oueHKa (ouddepeHUMpoBaHHbIA 3a4eT MO UTOram MpPakTUKM BbICTaBNsieTcss oby4arowmmca
PYKOBOAMUTENEM MPAKTMKM HA OCHOBAHWW [OKNada U OTYETHbIX MaTtepuanoB, NPeAcTaBEHHbIX
obyyvarowmmces).

OueHKa no npakTuke BbICTABNAETCS PyKOBOAUTENEM MPAKTUKM OT Kadpedpbl HA OCHOBE
cogepxaHuna oTyeTa CTygeHTa, OT3blBa PYKOBOAUTENS OT NPEeanpusiTUsl, BbICTYNSIEHUS C
npeseHTauMen n OTBETOB Ha BOMPOCHI N0 UTOram NpPakTUKK.

OTyeT MO nNpakTUke [JOMMKEH OblTb W3MOXKEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TepMUMHOB U abbpesunatyp ©6e3 opcdhorpacudecknx wu
rpaMmaTmyeckmx owunbok. lMpu 3awmte oTyeTa NO NpPaKkTUKe OLEHMBAETCS COOTBETCTBUE
MHdopMauuK, NpeacTtaBrieHHON B OTYeTe, AaHHbIM U3 MHAOPMAaLMOHHBLIX PeCcypcoB obuiero
aoctyna cetn IHTepHeT, MmaTepuanos Nnekummn, y4ebHON 1 TEXHUYECKON nuTepaTypsbl.

KoHeuYHbIMK pesynbTatamu OCBOEHUA nporpamMmel NPaKTUKN ABMAKOTCA
ChOPMUNPOBAHHbIE KOTHUTMBHbIE LOECKPUNTOPbI «3HATb», «YyMETb», «BnageTb», pacnucaHHble
no oTgenbHbiM KomneTeHumam. OHWM npeacTaBneHol B Tabnuue. dopmupoBaHue 3ITUX
AECKPUNTOPOB MNPOUCXOAUT B TeYeHue BCero nepuoga npoXOoXAeHUs NpPakTUKW, B pamkax
BbINOJSTHEHUSI CaMOCTOATENbHON PaboTbl HA MEeCTe MPOXOXAEHUA MPaKTUKN NPU BbINOSIHEHUN
pasnuyHbIX BUAOB paboT noa pykoBOACTBOM PYKOBOAMUTENS NPaKTUKM OT Kadheapsbl.

[Ansa oueHkn geckpuntopoB KomneteHumn ucnonb3dyetca 100 6annbHasa wkana OueHOK.
Ona onpegeneHns GakTUYECKMX OLLEHOK KaXKAoro nokasaTens BbICTABNAKTCS crneaylowme
B6annbl.



[Ona neckpMnTopoB Kateropmun «3HaTby:

— TpeboBaHWSAM KpuTepus (OTBET MOSMHbIA U NPaBUfibHbIM HA OCHOBAHWW W3YYEeHHbIX
TEOpun; Matepuan W3MNoXeH B onpedeneHHOW JorM4eckon nocnefoBaTeflbHOCTU, HayYHbIM
A3bIKOM; OTBET camocToaTenbHbln — 85-100% oT MakcumanbHoro konunyectso 6Gannos (100
6annos). COOTBETCTBYET OLIEHKE - «OTIINYHOY;

— pesynbTaT, coAepKalini HEnosHbIA NPaBWUIbHbLIN OTBET MMM OTBET, COAEPXKaLLMK
He3HauMTernbHble HETOYHOCTM (OTBET AOCTAaTOMHO MOSHbLIA WM MNPaBWIbHBLIA HA OCHOBaHWM
M3ydeHHbIX  MaTepuaros; MaTepuan N3MNOXeH B OMpedeneHHon  forMyeckomn
nocrnegoBaTenbHOCTU, NpU 3TOM AONyLUEeHbl ABE-TPU HECYLEeCTBEHHble owunbkun), 75-84% ot
MaKCMManbHOro Konuyectsa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, coAepKalni HEnosHbIA NPaBWUIbHbLIN OTBET MMM OTBET, COAEpPXKaLLvM
3Ha4nUTenNbHbIE HETOYHOCTM (NpPW OTBeTe JomnylleHa CcywecTBeHHasd owwubka, unv B OTBeTe
copepxutca 30 - 60% HeobxoouMbiXx CBeOeHUW, OTBET HecBA3HbI) — 60-74 % oT
MaKCMMarnbHOro KonuyecTtsa 6annos; COOTBETCTBYET OLIEHKE - «YAOBIETBOPUTENBHOY;

— pesynbTaT, coaepXalimMi HEeNOsHbIN NPaBUMbHbIA OTBET (CTEeneHb NOSHOTbLI OTBETA —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYLLECTBY 3a4aHusl) UNn OTCYTCTBUE OTBETA,
T.e. OTBET, He COOTBETCTBYKOLIMA MNOMHOCTbIO TpeboBaHuam kputepma, — 0 % ot
MaKcMManbHoro konuyectea 6annos. COOTBETCTBYET OLEHKE - «KHEYAOBMETBOPUTENBHOY.

Ona peckpMnTopoB KaTteropmun «YmMeTb» u «BnageTtb»:

— BbINOMHEHbI BCe TpeboBaHMS K BbINOSIHEHMIO, HAaNUCaHWIO 1 3aluTe oT4yeTa. YMeHne
(HaBbIK) ccbopmupoBaHo MonHocTbld — 85-100% OT MakcumanbHOro KornvyectBa 6Gannos.
CooTBeTCTBYET OLEHKE - «OTIINYHOY;

— BbIMOMHEHbI OCHOBHblE TPeOOBaHUSA K BbINOSIHEHMIO, OOPMIIEHNIO U 3aliuTe oT4YeTa.
NmetoTca oTaenbHble 3amedaHns U HegocTaTku. YMeHne (HaBblk) ChopMMpoBaHO 4OCTAaTOYHO
NosiHoO — 75-84% oT MakcumanbHoro konuyectasa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

— BbINONHEHbI 6a3oBble TpeboBaHMsA K BbINOSIHEHMIO, OOPMIIEHMIO U 3alLuMTe OT4veTa.

MmetoTca JOCTaTOYHO CyLLECTBEHHbIE 3aMeyaHusl U HegocTaTku, Tpebyrowmne 3HauYMTeNbHbIX
3aTpaT BpPeMeHM Ha wucnpaereHne. YMeHune (HaBblk) CHOPMUMPOBAHO HA MUHUMANbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcumanbHOro konnyectsa 6anno. COOTBETCTBYET OLEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanucaHuio W 3awuTte oTtyeta. VIMelTcsa MHOroYMCIEeHHble CyLeCTBEHHble
3aMeyYaHuss U HegocTaTku, KOTopble He MOryT ObiTb ucnpaBfeHbl. YMeHue (HaBblk) He
ccopmmpoBaHo — 0 % OT MakcumanbHoro konuyectsa 6annoB. COOTBETCTBYET OUEHKe -
«HEey0BNeTBOPUTENBHOY.

[na aTtrectauuun CTyaeHT npeabsBnseT OHEBHWK MPakTWKW, 3adaHue pPyKoBOAMTENS Ha
NpoXoXaeHne npakTukn u odopMnsaeT pesynbTaTtbl MPakTUKM B BUAEe OT4eTa WU rOTOBUT
BbICTYMNSIEHNE C Npe3eHTaumen no pesynbtaTtam NpPakTuKK.

[nsa oueHnBaHuA pe3ynbTaToB 00y4Y4eHUsa Ha 3a4eTe C OLEHKOW ncnonblyetcsa 4-6annbHas
Lana: «OTfAIMYHO», «XOPOLLOY», «YAOBNETBOPUTENBHO», HEYAOBNETBOPUTENBHOY.
CooTHoLLEeHWe nokasaTenemn, KpUTEPUEB U LUKarbl OLLE€HMBaHNA pPe3ynbTaToB 00y4YeHus.

YpoBeHb
Kputepum oueHmMBaHMs KOMNETEHUUN ChOpMUPOBAHHOCTHU LLikana oueHokK
KOMNEeTEHLUNIN
3HaTb: pe3ynbTaT, CoAEPXAaLLMI MOMHbIA MpaBUNbHBIA OTBET, MOMHOCTbIO | [ToebiweHHbIU ypo8eHb Omnu4Ho

COOTBETCTBYET TpeboBaHWAM KpuTepusi (OTBET MOMHbLIA WM MpaBUNbHBIA HA
OCHOBaHMUW W3YYEHHbIX TEOpWi; MaTepuan W3MoXeH B ONpeaeneHHown
rniorn4eckon nocrnegoBaTenbHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOATESbHbIN.

«YMeTb» u «Brnapetb»: BbINONHEHbI BCe TpeboBaHMA K BbINOJIHEHWUIO,
HaMMCaHWIo M 3alnTe OTYeTa.

3HaTb: pesynbTaT, COAepXalluui HEMOSHbIA NPaBUNbHbLIA OTBET UMK OTBET, ba3zoenlil yposeHb Xopowo
cofepXallMin He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOYHO MOSHLIA U
NpaBumbHbIA HA OCHOBaHWM M3Y4YEHHbIX MaTepuarnoB; MaTepuarn M3MNoXeH B
onpeneneHHon NorMyeckor nocrnenoBaTenbHOCTU, NPYU 3TOM AOMNYLLEHbI ABe-
TPU HECYLLLECTBEHHbIE OLLUNOKM).

«YMeTb» 1 «Bnagetb»: BbINONMHEHbI OCHOBHbIE TPEOOBaHWSA K BbIMOSTHEHUIO,




ohopMNneHMI0O M 3awmTe oTyeTa. WmeroTca oTAenbHble 3aMedaHus u
HeJocTaTkn. YMeHue (HaBblk) cpopMMPOBaHO AOCTATOYHO NOMHO

3HaTb: pe3ynbTaT, COAEPXalUMiA HEMOSHbIA NPaBUNbHbLIA OTBET WK OTBET, lMopoeoskbili yposeHs Ydosnemeopum
cofepXalluMn  3HauMTemnbHble  HETOYHOCTM (NpyM  OTBETe  JomylleHa €/1lbHO
cyllecTBeHHas owunbka, unm B otBeTe coaepxutcsa 30 - 60% HeobxoaumbIxX
CBEeEHU, OTBET HECBA3HBIN)

«YMeTb» n «BnageTtb»: BbINONHeHbl 6a3oBble TpeboBaHUS K BbIMNOMHEHMIO,
ocbopMneHMI0 U 3awuTe oTdyeTa. VMelTcss [OCTAaTOYHO CyLLEeCTBEHHble
3amMeyvaHus 1 HepocTaTku, Tpebyllime 3HauMTENbHbIX 3aTpaT BPEMEHM Ha

ncnpasrneHue.
3HaTb: pesynbTaT, coAepXalluil HeMonHbIA MpaBUNbHBIA OTBET (CTemneHb - Heydoenemeop
nosiHoThl oTBeTa — MeHee 30%), HeNpaBWUmbHbIV OTBET (OTBET HE MO CYLLUECTBY umeribHoO

3agaHusl) wnuM  OTCYTCTBME OTBETa, T.e. OTBET, He COOTBETCTBYHOLLUIA
NOJSTHOCTbLIO TPEOOBaAHUSAM KPUTEPUS.

«YMeTb» 1 «Bnagetb»: TpeboBaHMs K HanMcaHuio 1 3awmTte oTyeTa. Mmetotea
MHOTOUYUCIIEHHbIE CYLLECTBEHHble 3aMeYaHusi U HedoCTaTKW, KOTOpble He
MOryT 6bITb MCMPABMEHbI.

20.3 ®oH OLIEHOYHBIX CPEACTB ¢(h)OPMHUPOBAHHOCTH KOMIIETEHIINI CTY/IEeHTOB, PeKOMeHIyeMblii /151
NpOBeleHUs IMarHOCTHYECKHX padoT

OlK-7. CnocobeH co3gaBaTb NporpamMMbl Ha A3blKax BbICOKOrO M HU3KOTrO YPOBHS, MPUMEHATb METOAbI U
WHCTPYMEHTanbHble CpeacTBa NPOrpaMMUPOBaHUA [Ons  peleHus npodeccrmoHanbHbIX — 3agaud,
ocyLLecTBNATb 0O60CHOBaHHbIN BbIGOP MHCTPYyMEHTapusi NporpaMMMpoBaHns U CnocoboB opraHm3auum
nporpamm

OrlIK-7.5 ymeeT paspabartbiBaTb M peanu3oBbiBaTb Ha $A3blke BbICOKONO YPOBHS anropuTMbl
peLLeHnsa TMNoBbIX NPodecCcnoHanbHbIX 3aaau

OrK-7.9 3HaeT obwme cBefgeHUs O MeTodax MPOEKTUPOBaHWS, AOKYMEHTUMPOBaHUS, pas3paboTky,
TECTMPOBaHMSA U OTNaAKM NPorpaMMHOro obecnevyeHus

OrlIK-7.10 ymeeT nNpuMMEHsSITb U3BECTHbIE METOAbI NMPOrpaMMMpPOBaHMS U BO3MOXHOCTM Ga3oBOro
A3blka NPOrpaMMMPOBaHNS AN peLleHns TUMOBbLIX NPOdECCMOHanNbHbIX 3a4au;

Or1K-7.12 3HaeT HeobXxoanMble U OOCTATOYHbLIE YCITOBUS ONTUMAIbHOCTM 3a4a4yn MaTtemMaTU4ecKoro
NporpaMMmnpOBaHWSI.
OrlTK-8. CnocobeH npuMeHATb MeToAbl HayYHbIX WCCNegoBaHUW MNpwv nNpoBedeHun pas3paboTok B
obnacTtu obecneyeHus 6e30NacHOCTN KOMMbIOTEPHLIX CUCTEM U CEeTEN

Orl1K-8.11 Bnageet cnocobamm mogenupoBaHMst 6e30MacHOCTM KOMMbIOTEPHBLIX CUCTEM, B TOM
yucne MoaenupoBaHus ynpaBneHuss OOCTYNOM U MHAOPMALMOHHBIMA MOTOKAMUW B KOMMbIOTEPHbIX
cuctemax

OlK-8.14 ymeeT nNpUMEHSITb MeTOObl 9SKCNEPUMEHTaNbHOIO WCCReAOBaHUS Mpu  peLleHun
npodeccmnoHarnbHbIX 3aga4
Or1K-9. CnocobeH pewaTtb 3aga4m npoeccmoHanbHON AeATENBHOCTU C yYETOM TEKYLLEro COCTOSAHUSA U
TeHOEHUUA pas3BuUTMS METOAOB 3alMTbl MHOPMauUMM B OMNEPALMOHHbIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaX U cucTemax ynpasneHuns 6asamm gaHHbIX, @ Takke MeToA0B W CPEeACTB 3aWmThbl MHGOpMauum ot
YTEYKM NO TEXHUYECKUM KaHanam, ceTen u CUCTEM nepeaayvm nHpopmaumm

Or1K-9.15 ymeeT aHanuampoBaTb U OLEeHNBATL Yrpo3bl MHOPMaLMOHHOM Be30MacHOCTN O0BLEKTA;
OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI MPOrpaMMHbIX M NPOrpaMMHO-annapaTHbIX CPeacTs
3aLWMThbl MHOPMaLIMM B KOMMNBIOTEPHbBIX CUCTEMAX M NPOBOAMTL aHann3 nx 6e3onacHocTu

OrllK-13.5 ymeer pabotatb C WHTErpupoBaHHbBIMU cpefamMmn  pas3paboTku NPorpaMmmHOro
obecneyeHus;

OlK-13.6 Bnageet HaBblkamu pa3paboTkM, OTNaAKW, [OOKYMEHTUPOBAHWS W TECTUPOBAHWSA
nporpamm;

OlK-13.12 ymeeT chopmanuaoBaTb NOCTaBNEHHYIO 3a4a4y;

OrK-13.13 ymeeT paspabatbiBaTb 3(EKTUBHbIE anNroOpUTMbl U NPOrpamMMbl;

OlK-13.14 ymeeT NpoBOAUTbL OLIEHKY BbIYUCITUTENBHOW CMOXHOCTU anroputma;

Orl1K-13.15 ymeeT nnaHupoBaTtb pa3paboTKy CIOXHOro NporpaMmHoro obecnedeHus;

Or1K-13.16 BnageeT MmeTogamMm OLIEHKM KadecTBa roTOBOro NporpaMmMHoOro obecneyeHus;

OlK-13.17 BnageeT HaBblkamMu  pa3paboTkm  anropyuTMOB  ANsi  PELEeHUs  TUMOBbIX
npodeccmnoHarbHbIX 3a4au;

OlK-13.18 YmMeeT npumeHsTb cpeactBa M MeTodbl aHanu3a nporpaMMHoro obecrnedeHus gns
BbISIBNEHMSA 3aKNagokK



OlK-13.19 YMeeT nNpuMMeEHATb MeToObl aHanm3a [MpPOEKTHbIX peweHnn gnst obecneveHus
3aLUNLLEHHOCTN KOMMbIOTEPHBLIX CUCTEM.

OlK-13.21 YmeTb npuMMeHATb COBPEMEHHble cpeactBa obecneyeHnss MHPOPMaLNOHHON
6e30nacHOCTM NporpamMm 1 AaHHbIX

OrllK-13.23 YmMmeeT npoBoauUTb aHanu3 MNporpamMMHbIX CPencTB, NPUMEHSIeMbIX OM1s KOHTpons u
3aWnTbl MHCpopMaLmm
Or1K-4.1 CnocobeH opraHM3oBbIBaTh 3awuTy MHOPMaLMM B KOMMLIOTEPHbBIX CUCTEMAX U CETAX

Orl1K-4.1.3 cnocobeH mncnomnb3oBaTb A3blKM M CUCTEMbI MPOrPaAMMUPOBAHMUS, UHCTPYMEHTAarbHbIE
cpeactBa npu obecnevyeHum 3awmnTbl MHOPMaUMM B KOMMBIOTEPHBIX CUCTEMAxX MpU  PeLLeHUn
pasnnyHbIX NpodeccMoHarnbHbIX, UCCNeaoBaTeNbCKUX U NMPUKNagHbIX 3a4ay;

OrllK-4.1.4 cnocobeH BbIMOMAHATL pa3paboTky W BHedpeHue cuctembl obecnedeHus
MHOpMaLUMOHHON 6e30nNacHOCTM  KOMMbIOTEPHbLIX CUCTEM, aHanuM3upoBaTb W OUeHMBaTb ee
OTKa30yCTOMYMBOCTb 1 BblipabaTbiBaTb MEPbI MO €€ YIyYLIEHWIO;

OrlMK-4.2 CnocobeH aHanmM3nMpoBaTb 3aLUULLEHHOCTb, NPOBOAUTbL MOHUTOPUHI, ayauT U KOHTPOSIbHbIE
npoBepkn paboTocnocobHOCTM M 3aLMLLEHHOCTM KOMMbIOTEPHbLIX CUCTEM M ceTer (no obnactam
NPUMEHEHUS)

Orl1K-4.2.3 BnageeT HaBblkamMn MPOBEOEHMS aHanu3a 3alULEHHOCTM, MOHUTOPWHra, ayguTta u
obecnevyeHns KOHTPOSbHbIX MPOBEPOK (PYHKLMOHUPOBAHNA M 6€30MacHOCTU KOMMbIOTEPHbLIX CUCTEM U
ceTen;

Orl1K-4.3 CnocobeH paspabaTtbiBaTb M aHanM3MpoBaTb KOPPEKTHOCTb MOMUTUKM MHAOPMAaLNOHHOWN
©e30MacHOCTN KOMMbIOTEPHBLIX CUCTEM U ceTel (N0 06nacTsaMm NpUMeHeHns)

Or1K-4.3.3 cnocobeH paspabaTbiBaTh hopmarnbHble Moaenu NonuTUK 6Ge30nacHOCTU U NOMUTUKK
ynpaBneHunst 4oCTynoMm, hopMmpoBaTb NONUTUKY MHGAOPMALMOHHOM 6e30nacHOCTKN, aHann3MpoBaTth ee
KOPPEKTHOCTb, OpraHun3oBbiBaTb W NoA4epXuBaTb BbINOSIHEHWE KOMMiekca Mep no obecneyeHuto
MHAOPMaLMOHHOM 6€30MacHOCTU KOMMbIOTEPHBIX CUCTEM U CETEMN;

OlK-4.3.5 cnocobeH nNpUMEHSITb NpOorpamMMHble CpeacTBa  MPUKNAQHOrO, CUCTEMHOMO U
creymnanbHOro HasHayeHust Npu paspaboTke 1 aHann3e NOoNMUTUKN MHPOPMaLMOHHOM 6e30NacHOCTY;
MK-1 CnocobeH npoBoguTb aHanua TpeboBaHWA M BbINOMNHATL pPabOTbl MO  MPOEKTUPOBAHUIO
NporpaMMHbIX M annapaTHbIX KOMMNOHEHT CUCTEMbl ©6€30MacHOCTU KOMMbIOTEPHbLIX CUCTEM M CETENn, B
TOM YUCIIE C UCMOSTb30BaHNEM COBPEMEHHbLIX METOA0B U CPEACTB 3aLnTbl MHpopMaLuun

MK-1.1 npMMeHsieT COBpPEMEHHbIE MeToAbl pa3paboTKn NPOrpaMmMHOro o6ecrneyeHns N TEXHONOrK
NporpaMMmnpOBaHus;

MK-1.3 ncnonb3yeT NpUHLMMNBI KOMMAEKCHOW pa3paboTky npasus, npoueayp, NpMemMoB U METO4OB,
npv co3gaHnn cpeacTs 3alnTbl MHAOPMaLUKN, B TOM YUCIIE C UCMOSTb30BAaHNEM COBPEMEHHbBIX METOA0B
N cpeacTe pa3paboTkn nporpammMHOro obecneveHus;

MK-2 CnocobeH npuHMMaTb ydacTue B 3IKCMEepTU3e U aHanuie ys3BUMOCTERN, Yrpo3 M WHUWOEHTOB
NHOpMaLMOHHOM 6e30NacHOCTU B KOMMNBIOTEPHbBIX CUCTEMAX U CEeTAX

MK-2.2 cnocobeH NpoBOAUTbL aHanU3 KOMMbIOTEPHbIX CUCTEM C LENbl OnpeneneHns ypoBHSA
3alMLWEHHOCTM 1 AoBepUs € nocnenyowmm obobeHmnem n 06paboTkor MHdopMaunn, Nony4eHHoON B
Xo[4e uccriegoBaHui;

MK-2.5 npoBoguT TeEopeTUdeckMe W nNpUKNagHoe WuccregoBaHME YPOBHEN 3alULLEHHOCTU
KOMMbIOTEPHBLIX CUCTEM U CETEW;

MK-3 CnocobeH y4dactBOoBaTb B paboTax MO MPOEKTUPOBAHUIO CUCTEM 3alimTbl MHOPMaUUn B
KOMMbIOTEPHBIX CUCTEMax W CeTax nNpu peweHun npodecCnoHanbHbIX, WCCNeaoBaTeNbCKUX U
NpyKnagHbIX 3agay

MK-3.3 cnocobeH npoBoauTb aHann3 6e30MacHOCTU KOMMbIOTEPHbBIX CUCTEM C MCMOSb30BaHUEM
aKTyanbHbIX CTaHA4apPTOB B 06nacTu KOMNboTEPHOM 6€30MacHOCTMU;

MK-3.4 cnocobeH npoBOAMTb aHanM3 K opManusaumio NOCTaBMEHHbIX 3agady B obnacTtu
6€e30MacHOCTM KOMMNbIOTEPHbBIX CUCTEM U CETEN.

Bonpocbl ¢ BapypaHTamMmu OTBEeTOB
1. KTo siBNsieTCs OCHOBHLIM OTBETCTBEHHbLIM 32 OnpeaeneHne YpoBHS Kraccudukaumm nigopmaunmn?
— nonb3oBaTenb;
— BRnapgenedu;
— pyKoBOAMTENb NPEeAnpUATUS
2.1S0O 17799 He oxBaTbIiBaeT
— [Monntnky 6e3onacHocTn
— OpranusaumnoHHasa 6e3onacHoCTb



— Knaccudumkaumsa n KoHTponb nMyLLecTsa
— besonacHocTb nepcoHana
— ®usnyeckan 6e3onacHocTb N 6e30nacHOCTb cpeabl
— YnpaBneHne KOMMyHUKaLMAMM U onepaumsamm
— KoHTponb goctyna
— PaspaboTtka n nogaepxka cuctem
— Tloppepxka HeNpepbIBHOCTM AENOBbLIX NPOLLECCOB
— CootBeTcTBME NONUTUKE
— OxBaTtblBaeT Bce
3. O6sazaHo nu nNuuo, ocywecTensowee 06paboTKky NnepcoHanbHbIX AaHHbIX MO NOPYYEHUIO onepaTopa,
nony4atb cornacue cybbekrta nepcoHarnbHbIX JaHHbIX Ha 06paboTKy ero nepCcoHarnbHbIX AaHHbIX:
— He 005s13aHO;
— 005a3aHo;
— He 0653aHO TONbKO B Cry4asx, NPegyCMOTPEHHbIX 3aKOHOM.
4., K KakoM Kn3 COCTaBNSAKOLWMX CUCTEMbI 3alUnTbl WMHGOPMAUMM OTHOCATCA CpeacTBa MNoOXKapHOWM
CUrHanuM3auum N NOXapoTyLUEHUS:
— OpraHmsauuoHHOM
— nporpamMmmMHomn
— TexXHU4YecKom
—  WH(OPMALMOHHO-IMHIBUCTUYECKON
5. Ncnonb3ayemble cpencraea 3awmTbl MHpopmaumm B ACO[l Ha HavyanbHOM aTane:
MaTepuanbHble
— MOparnbHO-3TM4ecKme
— HecbopmarsnbHble
— dopmanbHble
6. Kakas 13 npuBedeHHbIX TEXHUK ABMNAETCA CaMOW BaXXHOW Mpu BbIBOpEe KOHKPETHLIX 3aLMTHbLIX Mep?
— aHanus puckos
— aHanus 3artpart / Bbirogbl
— pesynbTaTbl aTTecTaumm
7. Komnnekc mMep n CpeacTB, a Takke OeATeNbHOCTb Ha MX OCHOBE, HamnpaBrieHHasi Ha BbisiIBNEHMWE,
OTpaXkeHue 1 NMKBMAALMIO Pas3NnYHbIX BUAOB yrpo3 6e3onacHOCTM obbekTam 3alumThbl Ha3blBaeTCS
CUCTEMOW Yrpo3s;
CUCTEeMOM 3aLNThI;
cuctemon 6esonacHoCTH;
—  CUCTEMOW YHUYTOXEHUS.
8.06ecne4veHne nHopmaunoHHon 6e3onacHOCT ecTb obecneyeHune. ..
— Heszasucumocmu uHghopmayuu
U3meHeHus uHgopmayuu
KonuposaHus uHghopmayuu
— CoxpaHHocmu uHghopmayuu
lpeobpasosaHus uHhopmayuu
9. UckyccTBEHHbIE Yyrpo3bl 6€30MacHOCTM MHAPOPMaLIMK BbI3BaHbI:
— [AEeATeNbHOCTbLIO YernoBeKka
— owubkamum npu NPOEKTUPOBaHMM cuUcTeMbl Ge3onacHOCTM, ee 3NeMeHTOB unu paspaboTke
nporpamMmMHoro obecneveHus
— owwnbkamu npun AencTBUAX NepcoHana
—  KOPbICTHbIMW YCTPEMIEHUAMMN 3NOYMbILLIIEHHNKOB
10. MNpwn kakoM TunNe aTakn cTeneHb aKTUBHOCTU KPpUNTOAHaNMTUKa HanBbicLlasa?
— KpunToaTaka C MICNOJfIb30BaHUEM KpUNTOrpamm;
— KpunToaTaka C UCMOoSib30BaHNEM OTKPbITbIX TEKCTOB M COOTBETCTBYIOLLMX KPUMTOrpamm;
— KpunToaTaka C UCMoJfib30BaHUEM BbIOMpaeMbIX KPpUNTOAHANUTUKOM OTKPbITbIX TEKCTOB U
COOTBETCTBYHOLMUX KpUMNTOrpamMmm
1. OndppbepeHumanbHbIi KpUNToaHann3 oTHOCUMTCS K aTakaMm:
a) Ha ocHoBe wundpTtekcta
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe Nnogo6paHHOro OTKPbLITOro TeKcTa



d) Ha ocHoBe apanTMBHO NOAO6PAaHHOrO OTKPbLITOrO TEKCTA
2. Cnocob 3awmTbl MHopMaL MK, Npy KOTOPOM KOHKYPEHT BBOAUTCS B 3abnyKaeHne OTHOCUTENbHO
OEATENbHOCTN N HaMEPEHUI:
1. KogupoBaHue
2. kpunTtorpadus
3. ynpaBneHve
4. MacKupoBKa
3. [lepeyuncnure BMabl ANEKTPOHHOW NOLMUCH:
a) npocTas, CnoxHasi, KOMOMHMpPOBaHHas;
©) npocTas, kBannnunpoBaHHas, CroXHasl;
8) npocmasi, keanughuyupoeaHHasi, HeKkeanuguyupoeaHHasl.
4. NpeHTudukaums 3To:
a) npouecc npeabsBreHns nonb3oBaTenem naeHTugukaTopa;
©) npouecc noaTBEPXKOEHNSA NOASNTMHHOCTY;
8) cpaeHeHue npedbsisniseMbIX UGeHmMuUpuUKamopoe ¢ repeyHeM [PUCBOEHHbIX
udeHmughukamopos.
5. Kakyt ponb urpatoT LEHTPbI cepTUdMKaLnKM KIoven:
a) OHM WurpalT poNib OOBEPEHHOW TPETbEM CTOPOHbI ANs OoKasbiBaHUS dakTa nepegaqu
MHdopMaLmu;
6) OHu cnyxam Onsi pea2ucmpayuu aboHeHMoOe, U320MOBJIeHUs1 cepmuguKkamos
OMKPbIMbIX K/OYel, XpaHeHUsi U320MOoeJIeHHbIX cepmugukamos, noodoepxKaHusi
@ aKmyaJZlbHOM COCMOsIHUU cripasoYyHuUKa delicmeyrowjux cepmudgukamoe u eblnycka
crucka ocpo4YHO OmMo38aHHbIX cepmughukamos;
16. Mogenamu Tuna «4epHbIn AWK ABNAKTCA
a. Mogenu mbiwneHus
b. Mogenu, onucbiBatowme 3aBUCMMOCTb MapamMeTpoB COCTOSIHUS OObekTa OT BXOAHbIX
napameTpoB
c. Mogenu, onucbiBaowme BXOAHble U BbIXOAHbIE MapameTpbl o6bekTa 6e3 yyerta
BHYTPEHHEMN CTPYKTYpbl 00beKkTa
d. Mogenu «aBapurHOro» fLLnKa Ha camoneTax
17. Mogensamu Tuna «benbin AWMK» ABNSAIOTCH
a. Mogenv mMbiwneHns
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTPOB COCTOAHUA OOBbEeKTa OT BXOAHbIX
napameTpoB
c. Mogenu, onuceiBaloLmne BXOOHbIE U BbIXOAHbIE NapaMeTpbl 06bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06beKTa
d. Mogenu, onuceiBaroLne BbIXOOHbIE AaHHbIE B NPOrpaMme
18. YcTraHoBuUTe COOTBETCTBME
1. MonHbI B3rIOM
2. mobanbHas aenykums
3. YactnyHas genykums
4. NHdopmaunoHHas gedykums
1. KpunToaHanNUTUK paspabaTbiBaeT (PYHKLUMOHANbHbLIA 3KBMBANEHT UCCredyemMoro anroputma,
MO3BOSIAIOLLMIA 3aWMEPOBLIBATL N pacluMdpPOBLIBaTb MHGOPMaUuio 6e3 3HaHUA Kntova.
2. KpUNTOaAHaNUTKKY yaaeTcs pacwmndgpoBaTbe Unu 3awndpoBaTh HEKOTOPbIE COOBLLEHMS.
3. KpUNTOAHaNUTUK N3BMEKAET CEKPETHLIN KIHOY.
4. KpUNTOaHANUTUK NoNyyYaeT HEKOTOPYO MHAPOPMaLMO 06 OTKPbITOM TEKCTE UMK KItoYe.
OTBeT: 1-3, 2-1, 3-2, 4-4
19 Kakne 13 nepeuncrieHHbIx kKnbepyrpos aBnaTCS KNoveBbIMU Ha brivxkanwee byayuiee? Boibepute
BCE NpaBWsbHbIE OTBETHI.
— YcrpowuctBa loT kak nnowaaka agnsa peanusaumm atak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexon kmbepnpecTynHMKOB Ha CEPBUCHYIO0 MOAEnNb)
— [lporpaMmbi-LLNNOHBI
— «[lpuspakm wuHTEepHeTa npowsnoro» (yrpo3bl OT YyCTapeBLUEero nporpaMMHOro u
nporpamMmMmHo-annapaTHoro o6ecne4yeHus, KOTopoe HaxXoAUTCA B UHTEPHeTe)
— [porpammbl-manHepsbl



—  CKMMMUHT
20. Yto Takoe HeCaHKLMOHMPOBaHHbIN A0CTYynN (HCA)?

1) JocTyn cyOobeKkTa K 06beKTy B HapyLleHUe YCTaHOBNEeHHbIX B CUCTeMe NpaBusl

pasrpaHuyeHus gocrtyna

2) Co3fgaHune pe3epBHbIX KOMWIA B OpraHn3auumn

3) MpaBnna v nonoXxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ans 06xoaa naponbHON 3almThbl

4) Bxopg B cuctemy 6e3 cornacoBaHusi C pykoBoguTenem opraHmsaunm

5) YpoaneHue He HyXHoW nHdopmaumm
21. B yeM 3aknovaeTca OCHOBHas NpuynHa notepb MHopMaumm, ceasaHHom ¢ MNMK?

1) ¢ rmo6anbHbIM XMLWeHnem nHopmalmm

2) C NosiIBNEHNEM MHTEpPHETA

3) c HegocTaTO4YHOM OO6pPa30BaHHOCTLIO B 06nacTn 6e3onacHoOCTU
22. lNpoToKoNMpoBaHue 1 ayant MOryT UCMOSb30BaTbCA ANs:

(1) npeaynpexgeHus HapyweHun b

(2) o6HapyxeHus HapyLleHuN

(3) BOCCcTaHOBNEHUA pexnma b
23. AyTeHTUdMKaumMa Ha OCHOBE Mnaporns, nepegaHHoro no CeTn B OTKPbLITOM BuAe, nroxa, NnoToMy 4YTo
He obecneunBaeT 3almThbl OT:

(1) nepexBara

(2) BOCNpOM3BEAEHUA

(3) aTak Ha BOCTYNHOCTb
24. BupTyanbHasa peanbHOCTb NOApa3yMeBaeT ...

A. co3paHHbIN TeXHUYECKMMWU cpeacTBaMu MUp, fNepefaBaeMbld YeNoOBEKY uepe3 ero
oLlyLlleHUs: 3peHune, CryX, ocAA3aHue u np.

B. BMpTyanbHble 06BbEKTbI, UHTErPUPOBAaHHbBIE B BOCMPUATME NONb30BaTeNs, Kak YacTb pearibHOM

OKpY>KatoLLen KapTUHbI M1pa B peXUMe pearibHOro BpeEMEHM.

C. obbegunHeHne peanbHOro n BUPTYanbHOrO MUPOB 4151 CO34aHNSI HOBbLIX OKPY>KEHWUIA U

BM3yanusauumn, rae punsnyeckmii n undpoBor 06bLEKTBI COCYLLIECTBYIOT U B3aUMOLENCTBYIOT B

peanbHOM BPEMEHMW.

D. cospgaHue BMpTyanbHOro LndpoBoro cueHapusa Ans BoCnpou3seaeHus Ha nobom meana-

YCTPOUCTBE.
25. Kakne TexHuyeckne cpeacrtBa MOryT ObiTb UCNONb30BaHbl A5 fOKa3aTenbCTBa BUHbI Yenoseka?

(1) xypHans! goctyna

(2) GuomeTpMrUeCcKUe KnUmn

(3) BUpeoHabnwgeHue
26. CBepToOYHOE KOAMpOBaHUE

OtBeT: [1pn CBEPTOMHOM KOAMPOBaAHMM NMpeobpa3oBaHNe MHAOPMALMOHHLIX MOCNeA0BaTENbHOCTEN
B BbIXOAHbIE U KOOOBblE MPOMCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYHOIO KOOA COOEPXKUT
CABUratoLLMii permcTp u3 m paspsaoB M cymmaTopbl No Mogynto 2 Ansa o6pa3oBaHMs KOAOBbLIX CMMBOJIOB
B BbIXOOHOW nocnegoBaTenbHOCTU. Bxogbl cymMmaTopoB coeauHeHbl C onpeaenéHHbIMU paspsgamu
perncrtpa. KommyTtatop Ha BbIxoe yCTaHaBnMBaeT OMepeaHOCTb MOChISKN KOOOBbIX CMMBOJSIOB B KaHarn
CBA3WN.
2. [Ins Kakoro MCTOYHMKA OTKPbITbIX TEKCTOB BEPOATHOCTU NOSIBIIEHNS K -rpamMM B TEKCTE 3aBUCAT OT

NX MecTa B TekcTe?

OTtBeT HecTtaumoHapHbIn
3. Kakasa kpynToaTtaka OCHOBaHa Ha 3HaHUWM OTKPLITOro TEKCTa ANs CryvarHbIX pparMeHToB
WwndpoTekcTa?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsi oueHBaHUSA BbINONIHEHUS 3a4aHWIA UCNoNb3yeTca GannbHas Wwkana:

1) 3aKpbITble 3aaHnst (TECTOBbIE C BapuaHTaMy OTBETOB, CPEAHMWI YPOBEHbL CITOXHOCTM):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykaszaH HeBepHbIV OTBET (NOMHOCTBLIO UM YAaCTUYHO HEBEPHbIN).

2) OTKpbITblE 3a4aHUst (TECTOBbIE C KPATKMM TEKCTOBLIM OTBETOM, MOBLILLIEHHbI YPOBEHb CIOXHOCTH):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpHbI OTBET (MOSTHOCTBLIO MW YAaCTUYHO HEBEPHLIN).



3apaHusn pasgena 20.3 peKOMEHAYITCA K UCMONb30BaHUIO NPU NPOBeAEeHMN ANAarHOCTUYECKUX
paboT C uenbi OLEHKM OCTaTOYHbLIX pe3yNbTaTOB OCBOEHUA AAHHOW AUCLUMUNIINHBbI (3HAHUR,
YMEHUI, HaBbIKOB).

6.



